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OIIPEJAEJIEHUSA

B nacrofmeM MOKYMEHTE MCIIONB3YIOTCH CICAYIOLIHE TEPMHUHBI U HMX
OTIpeleICHHUSI.

ABTOMAaTH3MPOBAHHAS CHCTEMa — CHCTEMa, COCTOsINas W3 IepcoHaza U
KOMIITEKCA CPEACTB aBTOMATH3AIMK ero IeATeNbHOCTH, peanusyoollas HHdpopMa-
LHOHHYIO TEXHOJIOTUIO BBITIOJTHEHHS YCTaHOBIEGHHBIX (DYHKLHH.

AYTeHTH(pHKALUA OTNPABHTENNA JaHHBIX — [TOATBEPKIEHUE TOTO, YTO OT-
NpaBUTEIb MOMYYEHHBIX JaHHBIX COOTBETCTBYET 3asBIEHHOMY.

be3onacHOCTs NEepCOHANBHBIX [JAHHBIX — COCTOSHHE 3alUIIEHHOCTH
NEPCOHAIBHBIX JIAHHBIX, XapaKTepu3yeMoe CHOCOOHOCTBIO  IIOJIB30BaTENeH,
TEXHUYECKMX  CPeACTB M MH(OPMALMOHHBIX  TEXHOJOTMH  00ecreduTsb
KOH(UAEHIMANBHOCTb, LEIOCTHOCTE U JIOCTYMHOCTH NEPCOHANBHBIX JaHHBIX MPU
ux 00paboTke B MHPOPMALMOHHBIX CHCTEMaX NTEPCOHAIBHBIX JaHHBIX.

bHoMmeTpH4yecKkHe IepcoOHAaJbHbIe [JaHHbIe — CBEAEHUSA, KOTOPEIE
XapaKTepu3yrT (PU3NOIOTHIECKAE OCOOSHHOCTH YeJIOBEKa U Ha OCHOBE KOTOPBIX
MOXXHO YCTaHOBHTH €0 JHYHOCTB, BKIMIOYas ¢oTorpaduu, OTMedIaTKy NalbIeB,
o0pa3 ceTyaTkd IJa3a, OCOOSHHOCTH CTPOSHHSA Tela H APYIyio MoAoOHYIO
HUHpOpMaLHIO.

B/IoKHpOBaHHEe NEPCOHAJBHBIX [JAHHLIX — BPEMEHHOE IIpeKpalleHue
006paboTKH MEePCOHANBHBIX JAHHBIX (33 UCKIIOYEHUEM CIIydaeB, ecd oOpaboTka
HeoOxoauma [l YTOYHEHHS NMePCOHATBHBIX JaHHBIX).

Bupye (koMnboTepHbIii, NPOrpaMMHbIA) — HCIOJHAEMBIM ITPOrpaMMHBIA
KO WM WHTEPINpeTHpyeMBlii Hadop WHCTPYKLMH, obnajgaromui cBOCTBaMU He-
CaHKIIMOHUPOBAHHOIrO PacIpoCcTpaHeHnss U caMoBocrpousBejeHus. Co3laHHbBIE
ﬂyGHHKaTH KOMITBIOTEPHOI'0 BHPYCa HE BCeraa COBIAJAr0T ¢ OpUTrHHanoM, HO CO-
XPaHSAT CIOCOOHOCTh K AalIbHEHIIEMY PAacIpOCTPAaHEHHUIO U CaMOBOCIIPOH3BEIe-

HHALO.



BpeaonocHasi nporpamma — rporpamma, npeiHasHadyeHHasi 111 OCYLECTB-
JICHUS HECAHKIIMOHUPOBAHHOTO MOCTyNa U (WJIM) BO3AEUCTBUS Ha MEPCOHAIBHEIE
JaHHBIE UM Pecypchl HHOPMAIIOHHON CHCTEMBI TIEPCOHAIBHBIX JJAHHBIX.

BenoMoratenbHble TeXHHYECKHE CpelcTBa W CHCTeMbl — TEXHHYECKHe
CPeICTBa M CHCTEMBI, He NpeIHa3HaYeHHbIe Ul Nepenadr, o0paboTKu M XpaHEeHUs
TIEPCOHANILHBIX JIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUUECKUMU CpelCT-
BaMH ¥ CHCTEMaMH, NTpeJHa3HAYEeHHBIMU 11 00pabOTKH IEepCOHATIBHBIX JaHHbIX
WM B TIOMEIIEHUAX, B KOTOPBIX YCTAHOBJIEHbI MH(OPMALMOHHBIE CHCTEMEI IIEpCO-
HaNbHbIX JaHHBIX.

HocTyn B onepalHOHHYH cpedy KommnbioTepa (uHpoOpPMaUHOHHOH
CHCTEMBI TEPCOHAJIBHBIX JAAaHHBIX) — [ONyYeHHE BO3MOKHOCTH 3allycKa Ha
BBITIOJIHEHHE IUTATHBIX KOMaHA, (QYHKUWM, TpPOLEAYp ONECpPalMOHHOM CHCTEMEI
(YHHYTOXKEHMS, KOITMPOBAHHs, TIEPEMEIEHUS] M T.IL), MHCTONHSAeMbIX (ailioB
MPUKIIAJHBIX [IPOrPaMM.

Joetyn k uH(pOpMAUUH — BO3MOXHOCTh TONyuYeHMss UHGOPMAIM U ee Uc-
MOJIB30BAHUS.

3akaJ04HOE YCTPOHCTBO — 3JIEMEHT CPE/ICTBA CheMa HH(OPMALHH, CKPBITHO
BHEAPAEMBIM  (3aKiTaJbIBaéMblii WM BHOCHMBI) B MeECTa BO3MOXKHOTO CheMa
uH(opMaiuy (B TOM YHclle B OTPayKIeHHe, KOHCTPYKLIMIO, 000pyI0BaHueE, IPeIMEThI
WHTEphepa, TPAHCIIOPTHBIE CPENCTBA, 4 TAKXKE B TEXHUYECKHE CPEICTBA M CHCTEMEI
00paboTku HH(pOpMALHN).

3amumaemas uHpopMauus — UHGOPMAIS, ABISIOMIAACS [IPEIMETOM COoD-
CTBEHHOCTH ¥ TOJIEXalias 3alldTe B COOTBETCTBHM C TpeOOBaHMSAMM IPABOBBIX
JIOKyMEHTOB MJTH TpeOOBaHMSIMH, YCTAHABTMBAEGMBIMY COOCTBEHHUKOM MH(pOpMAaIMH.

NaenTHdukauus — PUCBOeHHE CyOBeKTaM U OOBEKTaM J0CTyNa HIEHTH-
duxatopa ¥ (WIM) CpaBHEHHE IPETBSBISIEMOTO HICHTH(HUKATOpa C IIEpPEeYHEM

IIPUCBOCHHBIX UIEHTU(HUKATOPOB.



UndopMaTHBHBIH CHUrHAJ — DJIEKTPUYECKME CUTHAIBI, aKyCTHYECKHe, 3JIeK-
TPOMArHWTHBIE ¥ JIPyTHe (V3WYECKHe TONS, 10 TapaMerpaMm KOTOphIX MOXeET OBITh
packpbiTa KoH(HICHIMaTbHas HH(opMalms (TlepcoHaIbHbIE JaHHbIe) oOpabaThiBacMast
B HH(OPMALMOHHOM CHCTEME [IEPCOHATBHBIX NAHHBIX.

MNudopMaunoHHbIe TEXHOJMOTHH — IIPOLIECCHI, METO/bI MOUCKA, cOopa, Xpa-
HeHusi, 00paboTKH, IIpelOCTABIEHHS, DPAclIPOCTPAHEHHWs] WH(QOPMAlMM M CIIOCOObI
OCYIIECTBIIEHHUS TAKUX IPOLECCOB U METO/IOB.

Undopmanuonnasi cucrema mnepcoHadbHbIX aaHHblx (MCIIn) -
COBOKYMHOCTb COAepKamuxcs B 0a3ax JAaHHBIX IIEPCOHANBHBIX MHAHHBIX H
obecrieyuBarIIMX X 00paboTKy MHPOPMALIMOHHBIX TEXHOIOTUH H TEXHUYECKHX
CpPenCTB.

Hcno/ib30BaHHe MEPCOHAJNBLHBIX AAHHBIX — JeHCTBHA (ONepalHH) ¢
MePCOHATBHBIME  JIAHHBIME, COBEpLIaeMble OIEPATOPOM B LEIAX IIPUHATHA
peIICHU WM COBEPIISHWS WHBIX JACHCTBHH, MNOPOXKAAIOIMX HOPUIUYECKHE
TOCJIEJICTBUSA B OTHOLIEHHH CyOBEKTa NEepCOHATBbHBIX AAHHBIX WM JAPYTUX JIHIl
6o WHBIM 06pa3oM 3aTparuBaroOLIMX ITpaBa U CBOOOIBI CyOBEKTa MEePCOHAIBHEIX
JAHHBIX WIX APYTUX JUL.

HcTounnk yrpossl GesonacHocTH HH(poOpMaUHH — CyOBEKT JOCTYIIa, MaTe-
PHATGHBIM 00BEKT WM (DH3UYecKoe SBNeHHe, SBIIIOIIMecs NPUYMHON BO3HHKHOBEHUS
yrpo3bl 6€301macHOCTH UH(OpMaIIUH.

KouTponupyemasi 30Ha — NPOCTPAHCTBO (TEPPUTOPHS], 3/IaHKE, YacTh 3IaHVS,
TIOMEILIEHME), B KOTOPOM KCKIFOYEHO HEKOHTPOIMpyeMoe NMpeOBIBAHME INOCTOPOHHKX
JIAII, @ TAKXKE TPAHCTIOPTHBIX, TEXHUYECKMX M MHBIX MATCPHAIBHBIX CPEICTB.

KoH(}HIeHIHANLHOCTL NEePCOHAJbHBIX IAHHBIX — O00A3aTeNbHOE IS
COOIIONIEHH s OTEPaTOPOM WM MHBIM IOTy4MBIIMM JOCTYIL K NMEPCOHAIBHBIM NAHHBIM
oM TpeOoBaHWE He JONYCKaTh WX pacrpocTpaHeHWe Oe3 cormacus cCyOmekTa

[IEpPCOHAIIbHBIX JAHHBIX WITA HAIUYHA HHOTO 3aKOHHOI'O OCHOBAHML.



Me:kceTeBo#H 3KpaH — JOKAUTBHOE (OIHOKOMIIOHEHTHOE) WM (PYHKIMOHAIBHO-
pacripesieieHHOoe TIporpaMMHoe  (TPOrpaMMHO-AIMIapaTHoe) CpeficTBO  (KOMIUIEKC),
peanu3yrollee KOHTPOIb 3a HH(pOopMaLmeH, MOCTyNaromel B HH(POPMAILOHHYIO CHCTEMY
TIepCOHATBHBIX JAHHBIX U (VITH) BBIXOISILEN U3 HH(POPMALMOHHOM CHCTEMBL.

HapymmuTe/b 6€30NaCHOCTH MEPCOHATBHBIX JAHHBIX — (U3MYECKOE JIUILIO,
CITy4aliHO WM TpeJHAMEPEHHO COBEPLUAOLIECe ACHCTBIS, CIIECTBAEM KOTOPBIX ABJIAETCS
HapyllleHue 0e30MacHOCTH MEepPCOHANBHBIX AAHHBIX TMPH MX 00paboTKe TEeXHHYECKHUMH
CpEe/ICTBAMHU B MH(OPMALOHHBIX CHCTEMAaX INIEPCOHATBHBIX JAHHBIX.

HeaBromaTH3upoBaHHasi o0o0pa0oTka NepCOHANBbHBIX JAHHBIX —
00paboTKa MepcoOHATBHBIX MaHHBIX, COAEPXAIMUXCA B HH(MOPMALIMOHHON CHUCTEME
NEPCOHANBHBIX JAHHBIX JIHOO M3BIEUYEHHBIX U3 TaKOW CHCTEMBI, CYHMTAETCH
OCYILIECTBICHHON 0e3 HCII0JIb30BAHUsA CpelCTB aBTOMAaTU3alHuU
(HeaBTOMATH3WPOBAHHOM ), €CJIU TaKUe AeHCTBUA ¢ TIEPCOHANBHBIMH JaHHBIMH, KaK
WCIIOIb30BaHUE, YTOYHEHHE, PpaclpOCTpaHEHHE, YHUYTOXKEHHME IIEPCOHAIBHBIX
JAHHBIX B OTHOIIEHHH KaXIOTO W3 CyOBEKTOB IIEpCOHANBHBIX JAHHBIX,
OCYILECTBISIOTCS MPH HETIOCPEACTBEHHOM YYaCTHH YeJIOBEKa.

HenexknapupoBannbie BO3MOXKHOCTH — (QYHKIHOHATBHBIE BO3MOXHOCTH
CPEACTB BBIYMACIUTENBHOM TEXHMKHM, HE OIMMCAHHBIE WIM HE COOTBETCTBYIOIUE
OIMMCAHHEIM B JOKYMEHTAIUM, TPH KCIIOJIB30BAHUM KOTOPBIX BO3MOXHO HapyllIeHHe
KOHOUIEHIHATBHOCTH, JOCTYIIHOCTH WM  IETOCTHOCTH obpabarbiBacMOl  WH-
dbopManuu.

HecanKuHOHMPOBAHHBIN A0cTYN (HeCAHKIHOHHPOBAHHBIE JCHCTBHSA) —
JOCTYII K MHGOPMAIMKM WM JASHCTBHA ¢ MH(OpMALeH, HapylIarolpe MpaBuia pas-
IPaHWYeHrs JOCTyMa C HWCIONb30BAHMEM INTATHBIX CPENCTB, MPEJOCTABIAEMBIX
HH()OPMAIMOHHBIMH CHCTEMAMH MTEPCOHAIBHBIX TaHHBIX.

Hocureanr andopmannu — QH3AIECKOE JULO WM MaTepHaTbHBIH OOBEKT, B

TOM YHCITe (PU3HHUECKOE TMOJTe, B KOTOPOM HH(OPMALKs HAXOIUT CBOS OTPKEHHNE B BHIE



CHMBOJIOB, 00pa30B, CHIHAJTIOB, TEXHUMECKUX PeIIeHHH U TPOLIECCOB, KOMMYECTBEHHBIX
XdpaKTepPHUCTHK (bI/I3H'-IE‘CKHX BCJIMYHH.

O0e31HYHBAHHE TNEPCOHAJBLHBIX AAHHBIX — JEHCTBUS, B pE3yibTare
KOTOPBIX CTAHOBHTCA HEBO3MOXHBIM ©€3 HCIONB30BaHUA JOTONHUTENBEHOM
UHGOPMALIMH OTIPEICNTUTE IPUHAIEHKHOCTh IEPCOHANBHBIX JAHHBIX KOHKPETHOMY
cyOBEKTYy NMepcoHANBHBIX JaHHBIX.

O6paboTka mepcoHaNBHBIX JAHHBIX — JIIO0OE OelcTBUE (Onepanus) WU
COBOKYITHOCTh JSHCTBUH (omepaluii), COBEpPIIaEMBIX C HCIIOJIB30BaHUEM CPEICTB
aBTOMAaTH3alMi WId 0e3 HUCMOJIb30BAHUA TaKHX CPEeACTB C IEepPCOHAIbHBIMU
INaHHBIMH, BKJIIOYas cOOp, 3amuch, CHCTEMATH3allMI0, HAaKOIUIEHHE, XPaHEHHE,
yTouHeHue (oOHOBIEHUE, M3MeHeHHe), W3BJIEYEeHHe, MCIONb30BaHUE, Iepenavy
(pacmpocTpaHeHue, TMpeJoCTaBleHHe, AOCTYI), o0e3nuuuBaHue, OIOKHPOBAHHE,
yIaleHue, YHUYTOXKEHUE MIEPCOHATIBHBIX JaHHBIX.

OO0menocTynHble NepPCOHANbHBIE AAHHbIE — IEPCOHAIbHBIC IOAaHHEBIE,
JOCTYN HEOrPAaHWYEHHOTO Kpyra JMI K KOTOPBIM IIPEJOCTaBlIeH C COIJIacHs
cyObeKTa MEepCOHAIBHBIX HAHHBIX MJIM HA KOTOpblE B COOTBETCTBUH C
defepanbHBIMI  3aKOHAMM HE paclpoCTpaHseTcss TpeboBaHHE COOMONEHUS
KOH(DUICHIHATBHOCTH.

Oneparop (mepcoHadbHBIX AaHHBIX) - TOCYIApCTBEHHBIM OpraH,
MYHUIMNATBHEIA OpraH, IOpHJHYecKoe WIN (U3NYECKOe IO, CAMOCTOATENbHO!
WM COBMECTHO C JPYTHMH JIHIIAMHU OpraHU3yIolIne W (MIIM) OCYIIECTBIISOLINE
06paboTKy MEPCOHANBHBIX JAHHBIX, @ TakXe OIpeAeNsomue Lead o0paboTku
[IEPCOHANIBHBIX JAHHEIX, COCTAB [IEPCOHANBHBIX JaHHBIX, MOUIEXAIIUX 00paboTke,
nelicTBus (Omeparyn), coBepliaeMble ¢ IepCOHAIBHBIMH JaHHBIMU.

TexHuueckHe cpeacTBa HHGOPMALMUOHHON CHCTEMBI NEPCOHAIBHBIX
AAHHBIX — CPEJCTBA BHIUMUCITMTENBHOM TEXHWKH, MHGOPMALMOHHO-BEIMUCIUTEBHBIC
KOMIUTEKCHI ¥ CETH, CPEICTBA M CHCTEMBI TiepeiayH, preMa 1 0opabortku 1111 (cpeactsa

A CHUCTEMEBI 3BYKO3AIlHCH, 3BYKOYCHJICHHs, 3BYKOBOCIIPOM3BE/ICHHS, ICPETOBOPHBIC %



TEJEBU3UOHHbIE YCTPONCTBA, CPEACTBA M3TOTOBIECHNS, THPAXUPOBAHKS JIOKYMEHTOB U
TpyTHe TeXHUYeCKHe cpelcTBa 00paboTKH peveBoH, rpaduuecKol, BUIeo- U OyKBEHHO-
1M$poBo MHGOpMAIMK), MPOrpaMMHBIE CPEICTBA (OIEPALMOHHBIE CUCTEME], CHCTEMBI
yrpapieHus 6a3aMul JaHHBIX M T.IL.), CPEACTBA 3aIUTEl HHQOPMALWK, MPUMEHSIEMBIE B
MH(POPMALMOHHBIX CHCTEMAX.

Ilepexsar (uHpopmMaumuH) — HempaBOMEpHOE MOJNydeHUe UHGOPMALHU C
UCIIONB30BAHUEM TEXHHYECKOTO CpEICTBa, OCYILECTBISIONIET0 OOHapy)XeHue,
npueM U 06paboTKy HH(OPMATHBHBIX CHTHAJIOB.

IlepconanbHble JaHHble — Mobas WHPOpPMALUA, OTHOCSIIASACS K INPAMO
WK KOCBEHHO OINpeHeNeHHOMY WA OmpenenseMoMy (QU3MYECKOMY JHIY
(cyOBeKTY IepCOHANBHBIX JaHHBIX);

IMoGounble  IEKTPOMAarHHTHbIE  H3JYYeHHS H  HAaBOAKH  —
3JIEKTPOMArHUTHEIE M3JYYCHUS] TEXHUYECKUX cpelcTB o0paboTku 3amuinaeMoi
UHpOpPMALIHK, BO3HMKAIOLIMe Kak 100OYHOe sBIEHHE U BbLI3BAHHEIE
IEKTPUIECKAMH CUTHAIAMH, ASHCTBYIOMIMMH B MX IEKTPUYECKUX M MarHUTHBIX
LenAX, a TaK)Ke IEKTPOMArHUTHBIE HABOAKU 3THX CHTHAIOB Ha TOKOIPOBOSAIIHE
JIMHUH, KOHCTPYKUHH U TIeTIH TUTAHUS.

MoauTHKA  «YHCTOTO  C€TONA» —  KOMIUIEKC  OpPraHW3alMOHHBIX
MEpONpHATHH, KOHTPOJHUPYIOIIMX OTCYTCTBHE 3alichiBaHUS Ha OyMaxkHble
HOCHUTENH Kmouell W arpubyToB moctyma (maponel) M XpaHeHHS HX BOIM3H
00BEKTOB HOCTYIIA.

IMonb3oBaTeb HHGPOPMALHOHHOH CHCTEMBbI NMEPCOHAJIBLHbIX NAHHBIX —
JMIO, YY4acTByIOUIee B  (PYHKUIMOHHPOBaHWM MH(MOPMALIMOHHOM  CHCTEMEI
TIEPCOHANBHBIX JaHHBIX WK UCIOJB3YIOIee pe3ysbTaThl e¢ QyHKIHOHNPOBAHUSL.

[MpaBuia pa3rpaHuYeHHs 10CTYNA — COBOKYITHOCTE IPaBMIl, periiaMeHTH-
PYIOIINX [TpaBa JocTyna cy6bheKTOB 10CTyIIa K 00beKTaM AOCTYIa.

IIporpaMMHast 3aK/1aKa — KOJ NMPOrpaMMBl, IIpeIHAMEPEHHO BHECCHHEIH B

MPOrpamMMy ¢ LIEJIBI0 OCYLIECTBUTH YTEUKY, U3MEHUTh, OJIOKMPOBATh, YHUYTOXHUTH
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MHGOPMALUIO UM YHUYTOXUTh ¥ MOAH(HUMPOBATH NPOrpaMMHOe obecriedeHue
MH(GOPMAIMOHHOM CHCTEMBI MEPCOHANBHBIX AaHHBIX U (MIH) OJOKMpOBATH amra-
paTHBIE CpEICTBA.

IIporpammHoe  (mporpaMMHO-MaTeMaTH4YeCKOe)  BO3delHcTBHE  —
HECAaHKIIMOHWPOBAaHHOE  BO3JEHCTBME Ha  pecypchl  aBTOMaTU3MPOBaHHOH
MHGDOPMALMOHHOH CHUCTEMBI, OCYUIECTBISIEMOE C WCIIOB30BAaHHEM BpPEIOHOCHBIX
NporpamMm.

PackpbiTHe NEepCOHANBHBIX JAHHBIX — YMBIIIEHHOE WIH Cly4aliHoe
HapylleH’e KOHPUICHIIMANbHOCTU NIEPCOHANBHBIX JaHHBIX.

PacnipocTpaHenue NepCOHAJIbHBIX JaHHBIX — JCMCTBUs, HAIPaBJICHHBIC
Ha PacKpbITHE MEPCOHANBHBIX JaHHBIX HEOMpPeIeIEeHHOMY KPYTy JIUL.

Pecypc HHpOpMALHOHHOH CHCTEMBI — UIMEHOBAHHBIN 3JIEMEHT CHUCTEMHOIO,
NPUKJIAJHOTO %0 1% arnapaTHoro obecrieyeHns (YHKIIHOHUPOBAHUS
MH()OPMALMOHHOHN CUCTEMBL.

CrneunanabHble KAaTeropuH NepPCOHAJBHBIX [JaHHBIX — IIE€PCOHANbHBIE
NaHHBIE, Kacarolluecsl pacoBOil, HALIMOHATBHON TPUHAAJIEKHOCTH, IIONUTHIECKUX
B3IVISIOB, PEUTHO3HBIX WK QUIOCO(PCKUX YOSKINEHHH, COCTOSHHUA 3A0POBbs U
WHTUMHOM *HU3HU Cy0BeKTa NEPCOHANBHBIX AaHHBIX.

CpeacTBa BBIYHCIHTENbHON TEXHUKH — COBOKYITHOCTB [TPOTPAMMHBIX U TEX-
HUYECKHX 3JIEMEHTOB CHCTeM O0pabOTKM JaHHBIX, CHOCOOHBIX (YHKIMOHHPOBATH
CaMOCTOSITEJIEHO WM B COCTaBe JPYTHX CHCTEM.

Cy6bexT aoctyna (cy0beKT) — JULO WIH MPOLECC, AEHCTBUS KOTOPOro per-
JTaMEHTUPYIOTCS [IPaBUIIAMHU pa3rPaHUYEHNs OCTYMA.

TexHuyeckuii Kanan yreuku HHGopMaUHHU — COBOKYIIHOCTE HOCHTEIS WH-
dopmaiy  (cpeactBa 00pabOTKM), (M3MUECKOM Cpembl pacTpocTpaHeHus HHOOp-
MATHBHOI'O CMI'HAJIa ¥ CPEJICTB, KOTOPBIMH HOOBIBaeTCS 3alMIlaeMas HHGOpMaLKs.

TpaHcrpaHH4Has mnepefada MNEepPCOHANbHBIX [JaHHBIX — [Iepeaaqa

MepCOHANBHBIX JAHHBIX oONeparopoM 4epe3 [ OCylapcTBEHHYK  IpaHUILy
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Poccmiickoit  ®Penepauuu opraHy BIacTM  HHOCTPAaHHOTO  TOCYJApCTBa,
(buU3NYeCKOMY WM IOPUIHYECKOMY JIUIY HHOCTPAHHOTO roCy 1apcTBa.

¥Yrpo3bl 6€30MaCHOCTH MePCOHATbHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHIA U
(aKTOpOB, CO3JAIOIIMX ONACHOCTH HECAHKIIMOHWPOBAHHOTO, B TOM YHCIIE CITYYaiHOro,
JIOCTYTIA K IEPCOHANBHBIM JJAHHBIM, Pe3yJIbTaTOM KOTOPOro MOXET CTATh YHUHUTOXEHHUE,
W3MEHEHMe, OIOKMPOBaHKE, KOMUPOBAHKE, pacpOCTpaHeHte MepCOHATBHBIX JAaHHbIX, a
TAKKEe MHBIX HECAHKIIMOHUPOBAHHEIX JCHCTBUI TpH MX 00paboTKe B MHGOPMAMOHHOMH
CHUCTEME IIePCOHATIBHBIX JAHHBIX.

YHHYTOKEHHe NepPCOHAJNBHBIX [aHHBIX — JeHCTBUA, B pe3yJabTaTe
KOTOPBIX CTAHOBMTCH HEBO3MOXHBIM BOCCTAHOBHUTH COJCPXKaHWE TEPCOHATBHBIX
INaHHBIX B HMHQOPMAaIMOHHON CHCTEME IIepCOHANBHBIX JAaHHBIX H (WIH) B
pesyJbTaTe KOTOPBIX YHHYTOXKAIOTCS MaTepHalbHble HOCHTENH TePCOHATBHBIX
TTAHHBIX.

YTeuka (3amumaemoii) HHPOPMANHH MO TeXHHYECKHM KaHajgaM —
HEKOHTPOJIMPYEMOe PacIipocTpaHeHHe HHGOPMALIMH OT HOCHTENS 3all[MIaeMON HH(Op-
Maluy Yepes (U3MUECKYIO Cpeny o TEXHHUECKOrO CPE/CTBA, OCYIIECTBASIOIIETO
nepexBaT HHQOPMALIUH.

Ya3BHMOCTB — ¢1abOCTh B CpeICTBAX 3alUTHI, KOTOPYIO MOXKHO HCTIONE30BATh
JUTS HAPYLLUEHHS CUCTEMBI HITH COZIEpIKaIlIeiics B Hell MHGOpMALIHL.

[enocTHOCTL HHPOPMALIHHE — CIIOCOOHOCTH CPEJICTBA BBEIUUCIUTENBHON TeX-
HUKY WM aBTOMAaTH3UPOBAHHON CUCTEMBI 00eCTIeUMBATE HEM3MEHHOCTh HH(IOPMALMHU B

YCJOBHSIX CITy4aiHOIO W/WIN IPEAHAMEPEHHOIO UCKa)KEHHA (paspyLIeHH ).
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OBO3HAYEHHUSA U COKPAIIIEHHUA

ABC — aHTUBUpPYCHBIE CPEACTBA

APM - aBromMaTi3upoBaHHOe pabodee MeCTo

BTCC — BcriomorarenbHble TEXHHIECKHUE CPEJICTBA U CUCTEMBI
UCT1/IH — undopmarmoHHasi CUCTEMA IIEPCOHANIBHBIX JAaHHbIX
Hb — nadopmanmonHas 6e301acHOCTh

K3 — konTponupyemas 30Ha

JIBC — nokaysHast BEIMUCIUTENBHAs CETh

M3 — mexceTeBoi 3KpaH

HC/{ — HecaHKIMOHUPOBAHHBIN 10CTYIT

OC — onepalioHHas cucTeMa

['1JIH — nepcoHANBHBIE JaHHBIE

[TMB — nporpaMMHO-MaTeMaTHYECKOE BO3/IEHCTBHE

10O — nporpammHoe obecriedeHme

[I3MHH — noboHHbIE 37IEKTPOMArHUTHBIE U3ITy4EHHS U HABOIKH
CA3 — cucteMa aHaiu3a 3alHILEHHOCTH

C3MU - cpencTra 31U Thl HHGOPMALAN

C3I1In — cucremMa (moacucTeMa) 3alIHTEI TEPCOHANBHBIX JaHHBIX
COB - cucrema oOHapyXeHUA BTOPXKECHUH

TKYU — TexHIIeCcKIE KAHATBI yTEUKH HH(QOpMAIU

VYBI1/Is — yrpo3sl 6e30I1acHOCTH NEPCOHAIBHBIX JaHHBIX
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BBEJEHUE

Hactosmee llonoxenne mHpopmannoHHOHW Oe30macHOCTH B OOIIECTBE ¢
orpanu4eHHOH oTBeTcTBeHHOCThIO «MHI'EHUYM)» (manee mo texkery — OOO
«MIH'EHUYM»), aBnsercs opUIAalIbHEIM JOKYMEHTOM, B KOTOPOM OIpe/esieHa
cHCTeMa B3ITLIOB Ha obecneuyenne wuHpopMaunoHHOM 6esonmacHoctu QOO
«MHI'EHUYM».

HeobxomuMmocte paspabotku [lonoxenus o0yCIOBIEHA CTPEMUTEILHBIM
paciuipenyiieM cgepsl IPUMEHEHUsT HOBEHIIMX MH(OPMALMOHHBIX TEXHOJOTHH U
npoueccos B OO0 «MHI'EHUYM», npu obpabotke wHMopManuy BooOIIe, W
NePCOHATBHBIX JAHHBIX B YACTHOCTH.

Hacrosmee IlonoxeHue onpenenseT OCHOBHBIE LIETM W 3aJ[aud, a TaKxKe
OOLIyI0 CTpaTEeTHI0 IOCTPOSHHUS CHCTEMBI 3alIUTHl NEPCOHAJBHBIX JaHHBIX
(C3T1 ) OO0 «MHI'EHUYMp. [TonoxeHue omnpenensieT OCHOBHEIE TpeOOBaHUS
¥ 0a30Bble MOAXOAB!I K UX peanu3alud, IS OOCTIKEHHS TpeGyeMoro ypOBHs
0€30MacHOCTH HHMOPMaLUK.

Ilonoxenue pa3zpaboTaHO B COOTBETCTBHH C CHCTEMHBIM ITOJXOIOM K
obecrniedeHnio  HHpopMauHOHHOW  Oe3omacHocTH.  CHCTEMHBIH  TOIXOX
npejronaraeT  MpoBedeHHe  KOMIUIEKCa  MEpONpPHATUH,  BKIFOUAOIIMX
UCCIIE/IOBAHNE Yrpo3 MH(QOPMAlMOHHOH Oe3omacHOCTH M  pa3paboOTKy CHCTEMBI
samuTel  [1/lH, ¢ DO3UOUM KOMIUIEKCHOTO TIPUMEHEHMSI TEXHHYECKHX W
OpTraHHU3allHOHHBIX MEP H CPCACTB 3alllUTEI.

ITox nupopmanmonnoit 6e3onacHocteio [1/IH moHMMaeTCs 3alUIIEHHOCTD
TIEpCOHANBHBIX JaHHBIX U oOpabarsiBaromieil ux MHOpPACTpyKType OT JHOOBIX
CIIy4yalHBIX WJIK 3JIOHAMEPEHHBIX BO3IEHCTBUI, PE3YJIbTATOM KOTOPBIX MOXKET
SBUTBCS HaHeceHHe yllepba camod HH(opMaluM, ee BiaienbUaM (cyObekTam
[1/In) nin uHGpacTpyKType. 3agaur HHPOPMALMOHHON 0e30MacHOCTH CBOAATCA K
MUHUMM3ALIHK yiepba OT BO3MOXKHOH peanuzauuu yrpos GesomacHoctu I1/1H, a

TAKXE K ITPOTHO3WPOBAHHUIO H IIPEAOTBPAIICHHUIO TAKUX BO3/ICMCTBHUM.
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[TonoxeHue  CIOy:KUT  OCHOBOM  Ansg  pa3paboTKM  KOMILIeKca
OpPTraHM3allMOHHBIX M TEXHUYECKUX Mep mo obecrnedyeHuro HHGOpMAaLUOHHON
6esomacHoctn OO0 «MMHI'EHHMYM», a Takxe HOPMATUBHEIX M METONMYECKHX
TOKYMEHTOB, 00ECTIeUMBAIOIINX €€ pealu3aluio, U He Mpearnosnaraer IMOoAMEHBI
(GyHKUMH rocyaapcTBeHHBIX oOpraHoB BiacTh Poccuiickoii  Qenepanmy,
OTBEYAIOIINX 3a obecledeHHe 0e30MaCHOCTH HH()OPMALMOHHBIX TEXHOJIOTHH U
3aIIUTY UHQOPMALIUH.

[lonoxenue ABIAETCS METONOJIOTHYECKON OCHOBOM JIIS:

*  ¢dopMHUpOBaHWA H TIPOBENEHHS €IMHON MOJIUTHUKU B oONacTh oOecrieueHus

oesonacuHoctd OO0 (HI'EHUYM»y:

*  TPHHATHS YIpaBIeHYECKHX PELIeHUH U pa3pabOTKH NMPaKTHYECKUX MeEp TI0
BOTUIOIIEHMIO MONUTHKM OesomacHocTH IIJI[H v BbIpabOTKH KOMILIEKCA,
COrJIaCOBaHHBIX Mep HOPMAaTHBHO-IIPABOBOTO, TEXHOJIOTHYECKOrO0 U
OPTraHH3alHOHHO-TEXHUUECKOro XapaKTepa, HAlPaBICHHBIX Ha BEISBIEHHE,
OTpaKeHHe W JMKBHIAIMIO ITOCASOCTBUH pealn3ally pPa3INYHBIX BHUIOB
yrpos I1JIH;

*  KOODIOWHALMA  JESTCNbHOCTH  CTPYKTypHBIX  mogpasgenenuii OO0
«MHIT'EHUYM» 1npu mnpoBefeHuH pabOT N0 pa3sBUTHUI0 U IKCIUIyaTallMd
WCII/Iu ¢ cobmoaenneM TpeGoBanuii obecneuenus dezonacuocty ITH;

*  pa3paboTKM  TpesioKeHMH [0  COBEPIIEHCTBOBAHHIO  IPAaBOBOIO,
HOPMAaTHBHOTO, METOJMYECKOr0, TEXHHYECKOro M  OpPraHu3alMOHHOTO
obecneuenus 6ezonacuocty [1u B UCTTI OO0 « MHI'EHUYM».
IIpaBoBo#t 6a3oif Ansd pa3pabdOTKH HACTOSAIIETO IMOJOXKEHHUA CITyXKaT

TpeOoBaHusA JedcTByOLMX B PoccHn 3aKOHOJATENBHBIX W HOPMATHBHBIX

JOKYMEHTOB 110 06ecrneyeH o 6e30IacHOCTH NMepcoHaNbHEIX JaHHBIX (IT/1H).
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1 OO0mmue moIoKeHUA

C3I1[r mpencraBngeTr coOOH COBOKYNMHOCTh OPTraHW3AlMOHHBIX W TEX-
HUYECKHUX Meponpustuil s 3ammTsl [1JIH oT HempaBoMepHOro MM CIy4YaiHOTo
JOCTyIa K HHUM, YHHYTOXKEHHs, W3MEHEHHUs, OIOKUPOBaHUS, KOIIUPOBAHUA, pac-
npoctpanenus [1]IH, a Taxke MHBIX HETPABOMEPHBIX ACHCTBHH C HUMH.

be3onacHOCTh NEepCOHANBHBIX JAHHBIX JAOCTHTACTCA MYTEM WCKIIIOYCHHUS
HECaHKIMUOHHUPOBAHHOI'O, B TOM HHCJIC CJ'Iy‘-I&fIHDI‘(), A0CTyIla K IIE€PCOHAJIBHBIM
NAHHBIM, Ppe3yJbTaTOM KOTOPOTO MOXET CTaTh YHWUYTOXKEHHEe, HW3MEeHEHWe,
0JI0KMpOBaHKE, KOIIMPOBAHUE, PACIIPOCTPaHEHNE TIEPCOHANBHBIX JAaHHBIX, 4 TAKKE
WHBIX HECAHKLIMOHUPOBAHHEBIX JeHCTBUM.

CrpykTypa, <c€OCTaB ¥  OCHOBHBIE (YHKI[MH  TEXHMYECKUX U
opranm3auuoHHbIx Meponpusatuit C3[1/IH ompenenstorcs ucxoas W3 YpPOBHS
saumineHHocty  (knacca) MCIIJH, ycTaHOBJIEHHOTO B COOTBETCTBUU C
tpeboanusamu [locranornenus [IpaButenscrBa Ne 1119 ot 1 Hos6psa 2012 r.,
npukaza @CTIK Poccun Ne 17 ot 11 ¢espans 2013 r., npuxaza ®CTIK
Poccun Ne 21 ot 18 deBpans 2013 r., a TakKe B COOTBETCTBUU ¢ TpeOOBaHUAMU
[Tocranoenenuss IlpaButenbcTBa Poccmiickoit @enepammn Ne 687 «0O06
yrBepkaeHud [Tomoxenuss 00 ocobeHHOCTAX 00pabOTKH MEePCOHATBHBIX JaHHBIX,
ocyulecTBissieMoli 0e3 HCIONB30BaHUA CpeAcTB asroMaTwdammm», C3I1/H
BKJIIOYAeT OpraHM3allMOHHBIE MEpbl ¥ TEXHHUYECKHe CpeACTBa  3aLIMTEHI
uHpopManuu (B TOM 4Yucae M(QpoBaNbHbIE (KpHNTOrpadUYecKue) CpeicTsa,
CpeAcTBa  NpPEAOTBpAllleHHs  HECAHKLMOHWPOBAHHOIO  JOCTYIa,  YTEYKH
HH()OPMAIIHHY MO TEXHUYIECKUM KaHalaM, IIPOrpaMMHO-TeXHUYECKAX BO3NEHCTBUI
Ha TeXHWUYeckue cpenctBa oOpaborkm IIJ[H), a Taxke HUCIONB3yeMBIE B

WH()OPMAaLIMOHHOM cucTeMe UH(POPMaLMOHHbIE TEXHOJIOTHH.
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OTH Mephbl NPU3BaHbl 00ECTeYNTE:

* KOH(UIEHUHANFHOCTE HH(OpMauuu (3alura OT HECAHKIHOHMPOBAHHOIO
O3HAKOMJICHHS );

* ILENOCTHOCTh HHMOPMALWH  (aKTYanbHOCTh W  HENPOTUBOPEUMBOCTH
MHbOpMALUH, €e 3aLIUIIEHHOCTh OT pa3pymeHH51 ¥ HECAHKIIMOHUPOBAHHOTO
W3MEHEHHS ),

* JIOCTYNIHOCTh MHpOpMaLHMK (BO3MOXHOCTH 3a NPHUEMIIEMOE BpeMA IOMYYHThH

TpeOyeMyro HHGOPMALMOHHYIO YCIIYTY).

Craguu cozpanus C3[1/IH BK/IHOYAKOT:

*  TPEANpoeKTHas CTagWsd, BKIIOHAIOIIas TMpeanpoeKTHOe o00cienoBaHue
HCIT/In, pazpaboTKy TEXHHIECKOTrO (YACTHOIO TEXHHYECKOIO) 3a/laHUs Ha €€
CO3/1aHuE;

*  CTajus NPOEKTHPOBAHHUA (pa3paboTKU MPOEKTOB) U pealu3alvi Mep 3aIluTHI
C3I11x;

*  craaus BBoAa B AedctBue C3I1/IH, BKIIOYAIONIAS OMBITHYIO SKCILTYaTalllio H
NPHUEMO-CIATOYHbIE HUCIBITAHUS CPEACTB 3allMTHl HH(OPMAalUH, a TaKKe

oueHky coorBeTcTBUSA C3I[1/In TpeboBanmsm Oe3omacHocTy uHpoOpManuy.

OpraHu3alliOHHBIE Mephl TNPeIyCMAaTPUBAIOT CO3JaHME W TOIIEpKaHHe
npaBoBoi 6asel OesomacHocTH I1/[H u paspaboTky (BBemeHHE B [IciiCTBHE)
npexycMmorpeHsbix [lomutukolt  mHQOpManuonunoit OesomacHoctn  HCITIn
CIIEAYIOLINX OpraHU3alHOHHO-PacTiOPAINTENBHBIX JOKYMEHTOB:

* [Inan meponpuaTuii mo obecnevyeHuro 3aummtel [1JIH mpu ux oOpaboTke B

NCI1/IH;

*  Ilman MeponpHaTHH 110 KOHTpOIO obecnieuenus 3amuTsl [1/1H;
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*  Tlopsnok pe3epBHpOBaHUs M BoccTaHOBIeHHA paborocniocodHocTH TC u 10,
6a3 manneix u C3U;

»  JlomkHocTHas wHCTpyknus aaMuaucTparopa MCII/H B wactu obecrnedenus
6ezomacHocTH [1/1H nmpu ux o6paborke B UCT1/IH;

*  JIoMKHOCTHas MHCTPYKIUMS aaMuHICTpaTopa Oe3onacHocty MCITIH;

»  JloivkHocTHas WHCTpyKuus monb3oBarens UCII[IH B wactu obecrnedeHus
6ezonacuoctu I1/IH npu ux o6pabdotke B UCII/IH;

*  HucTpykuus Ha ciy4yail BOSHUKHOBEHUS BHELUTATHON CHTYalluH;

*  WHCTpYKIHS M0 pa3MelIeHHio, 000pYIOBaHUIO U OXpaHe TOMEILEHHH, TIe
XpaHATCS TepcOHANbHbIE JJaHHEIE, [0 XPAHEHHIO NEPCOHANBHBIX JaHHBIX Ha
OyMaXKHBIX HOCUTENIAX M MOPAAKY paboThl UCMIONHUTENEH ¢ MepCOHATBHEIMH

NaHHBIMU Ha GYyMa)KHBIX HOCHUTENIX UH(QOPMALIUH.

TexHuueckue Mephl 3alIUTHl PEATU3YIOTCS TP MOMOIIY COOTBETCTBYIOIINX
IIPOrPaMMHO-TEXHUYECKUX CPEICTB M METOIOB 3aILUTHL.

[lepeueHs HeOOXOMWMBIX Mep 3alIWTBl WH(QOPMALUUKM ONPEIENsIeTCs II0
pesyibTaraMm  BHyTpeHHe#t  mposepku  Oesomacmoctu  MICITm  OOO

«MMHI'EHHAYM».



18

2 3agaun C3I11u

OcnoBHro#l uensto C3I1/IH sBnseTcs MUHUMHU3aUusA ymepOa oT BO3MOXKHOM

peanuzanuu yrpos 6esomnacaoctH 11/1H.

Ins JOoCTHXXKEHWs OCHOBHOUM Lienmu cucTteMma OesomacHoctH [1JIH momkHa

obecrieunBaTh 3QYEKTUBHOE PEIIEHHE CIEAYIOIMX 3a1ay:

3alIMTy OT BMellaTenscTBA B Impouecc ¢yHkuuonuposanus WCILIH
MOCTOPOHHUX JHI (Bo3amoxkHOCcTh Hcnois3oBanus MCII[H u moctyn k ee
pecypcaM [IOJDKHBI UMETH TOIBKO 3aperuCTPUPOBAaHHBIE YCTAaHOBICHHBIM
TIOPSAKOM TIOJIB30BATENH ),

pasrpaHvyeHHe  JOCTyNa  3aperMCTPUPOBAHHBIX  IIOJB30BATEIEH K
anmnaparHbIM, IMpOrpaMMHBIM U HHpopMmaunoHHBIM pecypcam HCIIIH
(BO3MOXHOCTh JIOCTYINa TOJBKO K TEM pecypcaM U BHIIIOJIHEHHUS TOJNBKO TEX
orepauuii ¢ HHAMH, KOTOpble HEOOXOAMMBI KOHKPETHBIM I10JIb30BAaTEIISIM
WCTI[IH n7ia BEINOTHEHHUS CBOMX CITYXeOHBIX 0043aHHOCTEN ), TO €CTh 3aLIUTY
OT HECAHKIIMOHUPOBAHHOT'O JOCTYIIA!

K uHbopManuu, nupkynupyromei B UCI1/IH;

cpencTaM BerauciauTensHoi Texuuku UCTTH;

anmapaTHbEIM, MPOTPAMMHEIM U KPUNTOrpaQMYecKUM CpEICTBAM 3allUTHI,
ucnoas3zyeMmbM B UCTT/IH;

PETUCTPALIMIO NECHCTBUN I10JB30BATENIEN TIPH MCIIONB30BAHMM 3aAIIHINAEMBIX
pecypcoB MCII[lH B cHCTeMHBIX XypHallax U TEPHOAMYECKHIl KOHTPOJb
KOPPEKTHOCTH  JEHCTBUI  IOJNB30BATENEH CHCTEMBI IIyTEM  aHaln3a
COJIEP)KMUMOT0 3TUX JKYyPHAJIOB;

KOHTpPOJIb LIENIOCTHOCTU (oOecrieueHre HEM3MEHHOCTH) CPEAbl HCIIONHCHUS

nporpaMMm H €€ BOCCTAHOBJICHHE B CTYy1a€ HAPYUICHHA,
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3aIIUTY OT HECAHKIHOHUPOBAHHON MOJAM(DPHUKALMU U KOHTPOJb LEIOCTHOCTH
ucnons3yeMbix B ICTT/IH nporpaMMHBIX CPEJICTB, & TaKXKe 3aIUTY CHCTEMBI

OT BHEAPEHHS HECAHKUMOHHPOBAHHBIX IPOrPaMM;

sammTy IIJIH OT yTeuku IO TeXHWYECKHMM KaHanam Ipu ee oOpaboTtke,
XPpaHEHUH U Nepeaje 1o KaHallaM CBS3M;

samuty 11J1H, XpaHumol, oOpabaTbiBaeMON U mnepeaaBaeMoli IO KaHajiaM
CBSI3H, OT HECAHKLIMOHNPOBAHHOTO pa3rallieHus WITH UCKAXKEHHU;
obecriedeHHe  JKMBYYECTH  KPHNTOTpapUYeCKUX  CPeACTB  3allUTHI
UH(QOPMALIUHY TIPH KOMIIPOMETAIIMHU YacTH KJIFOUEBOH CUCTEMEL,
CBOEBPEMEHHOE BBIABIICHHE UCTOYHHKOB yrpo3 6esonmacHoctd I1/[H, mpuuuH
U YyCIOBUH, CIIOCOOCTBYIOLIMX HaHECeHWIO yiepba cybwextam I1/In,
CO3/1aHHe MEXaHHU3Ma ONIEPaTHBHOIO pearupoBaHUs Ha YIpo3bl 0€30MaCHOCTH
I1J11 1 HeraTWBHEIE TEHIEHIIUH,

CO3/IaHKe YCJIOBHH JUIs MUHHMMH3ALUH M JIOKATU3alMHd HAHOCHMOTO yiepoa
HENpaBOMEPHBIMM  OefcTBUAMU  QU3WYECKHX H  IOPHAMYECKUX  JIMII,
ocrnabjieHie HeraTUBHOTO BIHMSHUA W JIMKBHIALMS MOCIEACTBUM HApPYIIEHHS
0e3zonacHocty [1]1H;

000pyNOBaHHE U OXpaHa [IOMEILEHUH, TIe XPaHATCS ITePCOHABHEIE JAaHHEIE;
cobnofieHNe TNOpsAJKa XpaHeHWs IePCOHANBHBIX [JAHHBIX Ha OyMaXKHEBIX
HOCHUTEJIAX;

cobirofieHHe MopsiaKa XpaHEHUs KITIOYel oT rmoMerenuii rae xpausres [1Ix
Ha OyMaXXHBIX HOCHTEJAX;

cobnroieHue nopsaxa paboTsl HCHONHUTENEH ¢ MepCOHANbHEIMU JaHHBIME Ha

OyMaXKHBIX HOCUTEIIX HH(POPMALIUY,
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3 O0BeKTHI 33IMMUTHI

Ilepeyenb HH(POPMALHOHHBIX CHCTEM
B OO0 «<MHI'EHUYM)» npounzBoautcs 00pabOTKa NEpCOHANBHBIX JaHHBIX

B HHGOPMAIMOHHOM cucTeMe 06paboTku nepcoHanbHeX faHHBIX (MCIIAH).
[Tepeuens UCII[AH onmpenensercs B mporecce paboTbl KOMUCCHH, IIO

UTOTaM paboT KOTOpoit cocraBnsercs akT kiaccuduxaunu VUCIIIH.

Ilepedenb 00bEKTOB 321U ThI
O6beKTaMu 3allMTEI ABIAIOTCS — HH(OopMalus, odpabarsiBaemas B MCI1/H,

M TeXHWYeCKHe cpeacTBa ee o0paboTkd W 3amuTel. CHIUCOK INEPCOHATBHBIX
JaHHEBIX, TIOUIeXAIllHe 3alluTe, onpeseneH B [lepedHe mepcoHaNbHBIX NaHHBIX,
noanexamux 3amure B UCITH.

OOBEKTHI 3aAIUTHI BKIKOYAIOT:
*  Oo6pabateiBacMas UHQOPMALIHSL.
»  TexHomornyeckas HHGOpMALUIL.
*  [IporpaMMHO-TeXHHUYECKHE CPe/ICTBAa 00PadOTKH.
»  Cpeacrsa zamutsl [T/1H.
«  Kananer undopMallHOHHOTO 0OMEHA U TeIeKOMMYHHUKAIHH.

*  OObBEKTH M IOMEIIEHHS, B KOTOPBIX pa3MelrieHbl kommoneHTsl ICIT/TH.
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4 Kaacengpukanus noansosarenein HCIIIu

[TompsoBatenem  MCII[lH  gBnsgeTcs  numo,  y4acTBYIOIEe B
QyHKLIMOHUPOBAaHNH WH(QOPMALMOHHON CHCTEMBI TEPCOHANBHLIX [aHHBIX WU
UCTIONB3YIOIEe pPE3yNbTaThl ee (yHKunoHuMpoBaHudA. IlonmszoBarenem WCIIAH
aBisetcs moboit corpynauk OO0 «MHI'EHUY My, umeronumii gocryn k UCI/Ia
M €€ pecypcaM B COOTBETCTBUHM C YCTAHOBJEHHBIM MOPSIKOM, B COOTBETCTBHU C
ero GYHKUHOHANBEHBIMU 00S3aHHOCTAMM.

Tonszosarenn UCTIJIH nensiTcs Ha TpH OCHOBHEIE KaTETOPHH:

AJIMUHUCTPATOP HHGOPMAIIMOHHON 0€30MacHOCTH.

Cotpynuukn OO0 «MHI'EHUYM», KOTOpBIE 3aHUMAOTCS HACTPONKOM,
BHEJIDEHWEM U CONpPOBOXIEHHWEM CHUCTeM Oe3omacHocTH. AamuHuctpatop Wb
obrafaer cneIylOmUM YPOBHEM OCTYyIIA:

*  obnazaet nonaHoH MHPOPMALIHEH O CHCTEMHOM U TIPHKIIAJHOM IIPOrPaMMHOM
obecnieuenun UCTTH;
*  obnagaer nonHoi uHpopManvell 0 TEXHUYECKUX CPENCTBAX M KOH(BHIYpaluH

WCTIIH; |
*  HUMeeT JOCTYIl KO BCEM TEXHHYECKUM cpelcTBaM obpaboTku uHMOpMaluu u

nanaeiM UCTI/IH;

*  He obnajzaer npaBaMu KOHQUIYPUPOBAHHUS M aIMUHUCTPATUBHOU HACTPOUKH
texHuyeckux cpeacts UCIT/IH.

Amvunuctparop UCI 4.

CotpynHuku 000 «UHI'EHYM», KOTOpbIE 3aHUMAIOTCS
COINPOBOXKIEHUEM IPOrpaMMHOro obecneueHusl.
Anvunnctpatop UCIT/IH obnanaeT ciexyromnm ypoBHEM JOCTYyIIA:
* oOmamaer wuH(oOpManued o0 anropuTMax M IporpamMmax o0paboTKu

uHpopmaimu Ha UCTT/H;
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o0najaeT BO3MOXKHOCTAMH BHECEHHS OWMOOK, HEIEKIapUPOBAHHBIX
BO3MOXKHOCTEW, TIIPOTPaMMHBIX 3aKIaJloK, BPEJOHOCHBIX IIPOrpaMM B
nporpammuoe obecriedenne VICII/IH Ha cTanuu ee pa3paboTKy, BHEAPEHUS U
COMPOBOXAECHUS;

MOXET pAacIoNaraTh JIOOBIMH ¢parMeHTaMu HUHOOPMAlWH O TOIOJIOTHH
WUCIT[ln u TexHuueckux cpeactBax oOpabotku W 3amutel  [1/1H,
obpabareiBaeMblx B ICITH;

obnajgaer mpaBaMH KOH(QUIYPUPOBAaHUS U aJMUHUCTPATHBHOM HaCTPOHKH
texHrdeckux cpeacts UCIT/IH.

Onepatop UCIT]H.

Cotpyzaukn mnozpazgenenuit OO0 «MHI'EHMYM» ywacteymomux B

npouecce skcmnyatamun HMCIIIa. Oneparop UCII/IH obnamaer crnemyromum

YPOBHEM JOCTYyIIaA:

obnajaer BceMH HeoOXOmWUMBIMK arpubyramu (HaIpuMep, IIaposieM),

o0ecrieyrBalOIMMU AOCTYII K HEKOTOpoMy noamHuoxecTsy I1H;

pacnojaracT KOH[I)H.IIGHHHEUIBHBIMH JaHHBIMH, K KOTOPBIM UMEET NJOCTYIIL.
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3 OcHoBHbBIEe NIPHHUHILI IOCTPOSHHUS CHCTEMbl KOMILIEKCHOH 3alIHTHI
uHpopManHu

[TocTpoenue cucremsl obecmeuenus OezomacHoctu I1[Jx WCIIJn OOO
«MHI'EHUYM» wu ee (QyHKUIMOHHUPOBAHWE MO/DKHBI OCYIIECTBIATHCA B

COOTBETCTBHUU CO CIEAYIOLIUMU OCHOBHBIMHU MPUHLIMIIAMU:

*  33aKOHHOCTB;

*  CHCTEMHOCTE;

*  KOMIUIEKCHOCTB;

*  HENpepbIBHOCTE;

*  CBOEBPEMEHHOCTS;

*  IIPEEeMCTBEHHOCTH U HEIIPEPBIBHOCTE COBEPILIEHCTBOBAHMS,
*  IEepPCOHAIBHASA OTBETCTBEHHOCTD,

*  MUHHUMMH3AIHUS TOJTHOMOYUH;

*  B3aUMOJEHUCTBUE U COTPYIHHUYECTBO,

. FAOKOCTH CHCTEMBI 3aILUThI;

*  OTKPBITOCTB AJITOPUTMOB U MEXaHU3MOB 3aLIUTEL,

*  [POCTOTA NPUMEHEHHA CPEACTB 3aLIMTEL,

*  Hay4Has 00OCHOBAHHOCTb U TEXHHUYECKAS PEalu3yeMOCTh,
¢ crelHaIu3auys 4 MpodeccuoHanusM;

*  00s3aTeNbHOCT KOHTPOJIA.

3aK0OHHOCTH
[MpeanonaraeT OCYIUIECTBIEHHE 3AIUMTHBIX MEPOMpPUATHE | pa3paboTKy

C3[lltn OO0 «MHI'EHUYM» B  COOTBeTCTBHM C  JIEHCTBYIOIIUM
3aKOHOATENLCTBOM B oOjacTy 3ammTel 11/IH ¥ Apyrux HOpMATHBHBIX AKTOB IIO
GesonacHocTd MHGOPMAIMH, YTBEPKIEHHBIX OpraHaMM roCyJapCTBEHHON BIaCTH

M YIpaBJIEHUA B ITIpeeaX uX KOMIICTCHIIUH.
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[Tonp3oBarenn u obcmyxupaowui nepcodan I[JJu WCIIJm OOO
«MHI'EHUYM» nomkHbl ObITh OCBEIOMIIEHBI O MOPS/IKE pabOTHI ¢ 3alTUIAeMO
nH(popMaIrel H 00 OTBETCTBEHHOCTH 3a HapyIIeHHe mnopsaka 3amuTel [T/]H.

CucreMHoCcTh
Cucremusli momxon Kk mnocrpoeHno C3I1JJlu OO0 «MHI'EHUYM»

[IpeAnojaraeT  y4eT BCEX  B3aUMOCBA3AHHBIX, B3aUMOACHCTBYIOIMX H
U3MEHSIOMUXCS BO BPEMEHHM JJIEMEHTOB, YCIOBHH M (PAKTOpPOB, CYIIECTBEHHO
3HAYMMBIX AJI NMOHMMAHHS W pelleHus mpobiieMbl obecriedeHus 0e30MacHOCTH
[1JJe UCITTIr OO0 «MHI'EHUYM».

ITpu co3paHuM cUCTEMBI 3alllUTHl AOJDKHBI YUYHUTHIBATBCS BCe Clladble W
Haubonee ys3BUMBIe MecTa cHcTeMbl oOpaborkm I[1/[H, a Takke xapaxrep,
BO3MOXKHBIE OOBEKTHl M HAIIPABJICHUS aTaK Ha CUCTEMY CO CTOPOHBI HapylLIUTEIeH
(ocobeHHO BEICOKOKBAJIH (PULIUPOBAHHBIX 3JIOYMBILLICHHHKOB), IyTH
IPOHAKHOBEHUA B pacripenenennsie cucrembl 1 HCJl x undopmaunu. Cucrema
3alUThl JIOJKHA CTPOUTBCS C YYETOM HE TOIBKO BCEX W3BECTHBIX KaHAJIOB
nponukHoBeHus: 1 HCJI x undopmanuu, HO B C y4eTOM BO3MOXXHOCTH IIOSBIEHAA

IIPUHIHUITHAIIBHO HOBBIX l'[yTEﬁ peann3allin yrpos 0e30IMacHOCTH.

KoMniaekcHOCTD
KoMIutekcHOe HCIONb30BaHHE METOIOB W CPEACTB 3allUThl MPEAIoaraet

COINIACOBAaHHOE NMPHMEHEHHE PA3HOPOAHBIX CPEJCTB IPH MOCTPOCHHH ILIEJIOCTHOM
CHCTEMBI 3all[UTHI, MEPEKpPhIBalOlIeii BCe CYIIECTBEHHbIE (3HAYMMBIE) KaHaJbI
pealu3allii YyIpo3 W He cojepxkauleil caabblX MECT Ha CThIKaX OTJENBHBIX €€
KOMITIOHEHTOB.

3amuTa J0/KHA CTPOUTRCS JIIETOHUPOBaHO. I KaXI0ro KaHana yTeuKH
uHGOpPMAMH ¥ JUIT KaXIOH Yrpo3bl 0e30IacHOCTH JOJDKHO CYINECTBOBATh
HECKOJIBKO 3auuTHEIX pybexeil. CoznaHue 3alUTHBIX pybesxeil ocylecTBIsETCs C

YUETOM TOIO, YTOOBI JJISi UX IPEOAOJIEHUS TMOTEHIMAILHOMY 3JI0YMBIILIEHHUKY
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TpeOOBATNCh NMPOPECCHOHANIBHBIC HABBIKM B HECKOJBKMX HEB3aHMOCBS3aHHBIX
o0acTax.

BHemnss 3ammuTta JomkHa obecrneduBaThes (U3UYECKUMH CpEICTBaMH,
OpraHHM3aliOHHBIMKU ¥ TIPaBOBBIMH MepaMu. OaHum u3 Hambosee YKpeIIeHHBIX
py6esxeii pu3BaHbl OBITH CPEACTBA KPUMTOrpapUIeCKO 3allUThl, peaTH30BaHHBIE
C ucnoabp3oBaHueM TexHonorum VPN, [IlpuxnaaHod ypoBeHb 3alIUTHI,
YYHTBIBAIOIINA OCOOEHHOCTH TIpeIMEeTHOM 0061acTu, MpeicTaBisieT BHYTPEHHHMI
pybex 3aIuTHI.

HenpepbiBHOCTD 3amnThl I1/1H
3ammra II/ln — He pa3soBoe MeponpusaTHe W He MPOCTas COBOKYITHOCTB

MPOBENEHHBIX MEPONPUATHH U YCTAHOBJIEHHBIX CPEICTB 3allHUTEI, 4 HEIPEPHIBHEIA
LieJIeHANpaBIeHHbIA TIpoLece, NPeanoNaraloluid IPUHATHE COOTBETCTBYIOIINX
Mep Ha BCex 3Tamnax xxu3HeHHoro uukna UCIT/a.

HCI1/IH nomKHBl HAXOAUTHCS B 3alUIIEHHOM COCTOSHHY HA MPOTKEHUH
BCEro BpeMeHW WX (YHKIMOHUpOBaHUS. B COOTBETCTBMM € 3THM MPUHIIUIIOM
IOJDKHBI ~NPUHMAMATLCS Mephl Io Heponyuwenuto mnepexona HWCIIa B
HE3aIUUILEHHOE COCTOSHHE.

BonpmIMHCTBY (U3HYECKUX U TEXHHYECKMX CPEACTB  3alllUThl  JUIS
3(Q{eKTUBHOrO BHIIONHEHWS CBOWX (GYHKIHA HeoOXomZWMa TMOCTOSHHASA
TeXHUYeCKas W  OpraHu3alMoHHas  (aAMUHHCTpATHBHAs)  MOAJEPIKKA
(cBOeBpeMEHHas CMEHA M O0ECIEHEHHE IIPABWIIBHOTO XPaHEHHWS M NIPHUMEHEHUS
HUMeH, Tapoie, Kiodeil mudpoBaHus, MepeonpeeieHde MOTHOMOYHHA H T.IL.).
[TepepriBeI B paboTe CpeACTB  3alMTBl  MOTYT OBITh  HCIOJB30OBAHBI
3noyMBImneHHHKaMﬁ U aHaJIM3a MPUMEHAEMBIX METONOB W CPEJCTB 3alLUTEHI,
IUIsS BHEJPEHU: CHEeHUaIbHBIX MPOrpaMMHBIX U anmnapaTHBIX "3akiagok" U ApYrHx
CPEACTB MPEOAOJEHUS CHCTEMBbl  3allUTHl  TIOCTe  BOCCTaHOBIEHHUS €€

(bYHKIIMOHUPOBAHHUS.
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CBOEBpPEeMEHHOCTD
[Ipennonaraer ynpexIaoumid xapaktep Mep obecriedeHus 6e30MacHOCTH

[IJIH, To ecTh NOCTaHOBKY 3aAa4 no xomiuiekcHoH 3amure UCIIIH 1 peanusauuio
mep obecnieuenus OesonacHocTH [1/[H Ha paHHux craausax paspaborku UCIT/IH B
LEJIOM U €€ CHCTEMBI 3aIUTH MHPOPMAINH, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alMTHI AOJIYKHA BECTUCH MApallIeibHO ¢ pa3paboTKoi
U pa3BUTHEM CaMOl 3aIMIIAeMON CHCTEMBL. JTO TO3BOJHUT YUYECTh TpeOOBaHUSA
0€e3011acHOCTH. IPY TPOEKTHPOBAHUH aPXUTEKTYPHl M, B KOHEYHOM CYETe, CO3/1aTh
Oonee sddexTHBHBIE (Kak MO 3aTpaTaM pecypcoB, TaK H IO CTOWKOCTH)

3allHIIICHHLIE CHCTCMBI.

HpeechBeﬂﬂoch H COBEPIICHCTBOBAHHE
l'[pe,unonara}o’r NOCTOSHHOE COBCPIICHCTBOBAHHE MEpD H CPEACTB 3alllUTHI

UHpOPMalUUX Ha OCHOBE IPEEMCTBEHHOCTH OpPraHW3allMOHHBIX M TEXHUYECKUX
pelieHnii, KaapoBoro cocrtaBa, aHanmmza @yskuuonupoBanus WCII[H u ee
CHUCTEMBI 3allUTHl C YYeTOM H3MEHEHHMH B METOJax M CpeACTBax Iepexsara
UHpOpMallUM, HOPMATHUBHBIX TpeOOBaHWM 1O  3alIMUTe, JOCTUTHYTOrO

OTEYECTBEHHOI0O 1 3apy0eKHOTO OIIbITa B 3TOH 06JIaCTH.

Hepco HAJBbHAHA OTBETCTBCHHOCTD
Hpe;monaraeT BO3JIOKEHHEC OTBETCTBCHHOCTH 3a obecrieueHue

oesomacHocTy II[lH W cucreMBl MX 00pabOTKM Ha KaxJ0ro COTPYIHHKA B
nmpeneiax €ro IIOJHOMOYHH. B COOTBETCTBHH ¢ 3THM IIPUHIAIIOM pacnpcacicHue
npaB U 00A3aHHOCTEH COTPYIHHKOB CTPOUTCS TakuM 00pa3oM, YTOOBI B ciydae

MO0OTO HapyImIeHUS KPyr BHHOBHUKOB OBIT 4eTKO M3BECTEH WIIM CBEJEH K

MUHUMYMY.
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IIpyHUKMN MHHHMH3ALUHHA NTOJTHOMOYHH
OsnavaeT npefocTaBleHUE TT0B30BATENIM MUHUMANBHEIX NIPaB JOCTYIIA B

COOTBETCTBHH C IIPOU3BOCTBEHHON HEOOXOIMMOCTBIO, HA OCHOBE IIPUHIIMIIA «BCE,
YTO He pa3pelieHo, 3alperieHoy.

Hoctyn k ITJIH 1OMKEH NMPeoCcTaBIAThECS TONBKO B TOM Cilydae U oObeMe,
€CIM  JTO HEeoOXOAMMO COTPYOHHKY JUISA BBINOJHEHWS €ro JOKHOCTHBIX

00g3aHHOCTEMN.

B3zaumopelicTBue H COTPYAHHYECTBO
Ilpennonaraer cosnaHue ONaroNpHATHOW artMocdepsl B  KOJUIEKTHBAX

[IOApa3AeeHUH, 00eCcIIeYHBAIOLINX gesrenbHocTh  MCITH 000
«MHI'EHUYM», nans CHHXEHUs BEpPOSTHOCTH BO3HHKHOBEHWS HEraTHBHBIX
JEHCTBUH CBSI3aHHBIX ¢ YEIIOBEYECKHM (aKTOPOM.

B Takoii oOcTaHOBKE COTPYAHHMKH HOJDKHBI OCO3HAHHO COOJIIONATH
YyCTAHOBJICHHBIE MpaBWila W  OKa3plBaTh COACHCTBHE B  JIEATENbHOCTH

Toapa3fe/IeHU il TeXHUYECKOH 3aIUTEl HH(POPMaIHH.

I'nbkocTs cucTembl 3amnThl I1H
IIpuHATBIE MepBl M YCTAHOBIEHHBIC CPEJICTBA 3allMTBl, OCOOEHHO B

Ha4aJIbHBIA NEPUO MX JKCIUTyaTalliu, MOTYT obecreunBaTh Kak Ype3MepHEIi, TaK
W HeNOCTaTOYHBI ypoBeHb 3amuThl. Jlnis obecrme4eHHs BO3MOMKHOCTH
BapbUPOBAaHUS YPOBHEM 3aILUIIEHHOCTH, CPEACTBA 3al[UTHI JIOJDKHBI 00Ja/aTh
onpeneneHHOW TMOKOCTBIO. OcOOEHHO BaXKHBIM 3TO CBONCTBO SIBJSETCH B TeX
Clly4asX, KOrJa YCTaHOBKY CpEACTB 3allliThl HEOOXOJMMO OCYIICCTBISATH Ha
paboTtalouryto  cuUcTeMy, He  Hapylias  [mOpouecca ee  HOPMaJIbHOTO

GYHKIHOHHPOBAHMSL.
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OTKpLITOCTE AJATOPHTMOB U MEXaAHU3MOB 3aIHTHI
CyTb IpUHIUIA OTKPHITOCTH &JITOPUTMOB M MEXAHU3MOB 3aIIIATEI COCTOUT B

TOM, YTO 3allUTa He MOIDKHA ODEeCrevMBATBhCS TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOH OpraHu3audyd U ajiropuTtMoB (GYHKIHOHHPOBAHUSA €€ MOACHCTEM.
3HaHHWe alTOPUTMOB PabOTHl CHCTEMBI 3aIIUThLI HE JOJDKHO J@BaTh BO3MOXKHOCTH
ee npeozosieHus (Jaxe aBropam). OmHaKo, 3TO He O3HAYAET, YTO WHGMOPMAIIUS O

KOHKPETHO! CHCTeMe 3aIlUTHI I0JDKHA OBITh 00IeI0CTYITHA.

IIpocToTa NIpHMEHEHUS CPEACTB 3ALHTHI
MexaHH3MBI 3alUUTHl JOJDKHBI OBITh MHTYMTHBHO IIOHATHBI M IIPOCTHl B

WCIIONb30BaHNM. [IpUMeHeHHe CpelCcTB 3alllUThl He AODKHO OBITh CBSI3aHO CO
3HAHUEM CIIEIUATBHBIX f3BIKOB WJIM C BBIOJHEHWEM JEHCTBUH, TpeOYHommx
3HAYUTENBHEIX  JOMONHUTENBHEIX  TPYHO3aTpaT TmpH  OOBMHON  pabote
3aperMCTPUPOBAHHBIX YCTAHOBJICHHBIM IIOPALAKOM II0JIB30BATENICH, a TaKKe He
JOIDKHO TpebGoBaTh OT MOJIb30BATENS BBITOMHEHUS PYTHHHBIX MAJIOTIOHATHBIX EMY
orepanyii (BBOJ HECKOJIBKUX [1apOJIEd U UMEH U T.1.).

JomxHa npocrurarbes anfomamsaunﬂ MaKCHUMAaNbHOro 4Hcia JIeHCTBHU

noas3oBareneid U agMuHUcTpaTtopos UCII/H.

HayuHasi 000CHOBAHHOCTb H TeXHHYeCKas pealn3yemMocTb
HHbopMallnOHHBIE TEXHOJIOIMH, TEXHUYECKHEe M NPOrpaMMHBIE CpelCTBa,

CpelcTBA W MeEpHl 3allUTHl HMH(OPMALMM JOJDKHBL OBITh pealn30BaHbl Ha
COBPEMEHHOM ypPOBHE Pa3BHTHA HAYKW M TEXHMKH, HAy4HO OOOCHOBAHBI C TOYKH
3peHus AOCTUKEHHS 33JaHHOTO YPOBHS 0e30MacHOCTH HH(OPMAaLMU U JOIKHEI
COOTBETCTBOBATL YCTAaHOBIEHHBIM HOpPMaM H TpeOOBaHHUAM I10 O€30MacHOCTH
I1/1n.

C3I1n momkHa OBITH OPHEHTHPOBAHA HA PEIEHMS, BO3MOXKHEIE PHCKH IS
KOTOPBIX M MEphl IPOTUBOAEHCTBHs O3THM DPHCKaM IIPOIITH BCECTOPOHHIOKO

TEOPETHYECKYIO U MPAKTHYECKYIO IPOBEPKY.



Cnennajansanus 1 npogeccHoHATH3M
ITpenmonaraer mpuBiedeHne K pa3pabOTKE CPEACTB M peald3allid Mep

3aI0UTEl  MHQOpPMAaLUM  CHENUATH3UPOBAaHHBIX  opraHuzanuii, Haubonee
MOATOTOBIEHHBIX K KOHKPETHOMY BHIY JMAEATENBHOCTH II0 OOECIeYEeHHUIO
6esonacHocty [1/[H, UMEIOIINX OMBIT MPAKTUYECKON paboThl ¥ TOCYIAPCTBEHHYIO
NMULEH3NWI0 Ha TIIpaBO OKa3aHUs YCIYr B OTOH oGnaIcTH. Peanuzauns
aAMUHHCTPAaTUBHEIX Mep W  JKCIUTyaTallid CpeacTB  3allUThl  JOJKHA
OCYILIECTBIIATECS MPO(PECCUOHAIBHO TOATOTOBIEHHBIMU cneunanuctamu OO0
«MHI'EHHUYMp».

O6s3aTeIbHOCTD KOHTPOJIA
Hpennonarae'r 0043aTEIBHOCTE U CBOCBpPEMCHHOCTE BBIABJICHHA H

IpeceyeHus] TMOMNBITOK HApyIIEHWS YCTAaHOBJIEHHBIX TIpaBUa oOecredeHus
OezonacHocTu [I/[H Ha OCHOBe WCHONB3YEMEBIX CHCTEM H CpPEACTB 3allWUTEHI
UH(pOPMAIIUK TIPH  COBEPIIEHCTBOBAHMHM KPHTEPHEB W METOHOB OIEHKH
3((EKTUBHOCTH 3THX CUCTEM U CPEJICTB.

KouTpons 3a [eATenbHOCTBIO MHOOOr0 IOMB30BATENS, KaKIOTO CpelcTBa
3aIIATHl U B OTHOWIGHUH NIOOOTO 00BeKTa 3aIlUThl JODKEH OCYIIEeCTBIIATHCA Ha
OCHOBE MPUMEHEHHS CPEACTB OINEPATUBHOIO KOHTPOJS U PEerucTpalld U JOJDKEH
OXBAaTHIBATH KaK HECAHKIIMOHUPOBAHHBIC, TAK W CAHKIIMOHUPOBAHHELIE ICHCTBHA

MOJIE30BaTeIeH,
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6 Mepsl, meTonbI H cpecTBa obecnedeHns TpeGyeMoro ypoBHs
3alMIMEHHOCTH

Obecnieuenue TpeOyeMOro YpOBHS 3allMIIEHHOCTH JOKHOCTH LOCTHTAThHCH
C WCTIONb30BaHMEM Mep, METOAOB M cpeAcTB Oe3omacHocTH. Bce Mepsl
obecneuenus 6e3onacHoctr UCTI/IH noapaznensrores Ha:
*  3aKOHOJaTelbHEIE (ITPaBOBLIE);
*  MOpPQJIBHO-3THYECKHE;
*  OpraHM3alMOHHbIEC (AIMUHUCTPATHBHEIE),
*  (Qusuyeckue;

*  TeXHHYECKUE (ammapaTHble U MPOrpaMMHBIE).

3akoHoaaTeabHBIE (IPABOBBIE) MePhI 3aLIHTHI
K npaBoBeIM MepaM 3alllUTBl OTHOCSATCS ACUCTBYIOIME B CTPaHe 3aKOHBI,

YKa3bl ¥ HOPMATHBHBIE aKThl, periaMeHTUPYIOLIHe NpaBuia obpamenus ¢ [Ty,
3aKpeIUISIolHe [paBa U 0043aHHOCTH YHACTHUKOB HHGOOPMALMOHHBIX OTHOIIEHHH
B Tpouecce ee oOpabOTKH M HCIIONB30BAaHWs, a TaKXKe YCTAHABIMBAIOIINE
OTBETCTBEHHOCTh 33 HAapyIIeHWs STHX TMpaBHJ, NPENSTCTBYS TEeM CaMBbIM
HEITPaBOMEPHOMY Hcronb3oBaHuio [1JlH W gBISrOmMECS CHOEPKUBAIOLIAM
(paKTOPOM JJI TOTEHLIHANBHBIX HApYyIIUTEeH.

IlpaBoBble Mepbl 3alUTBl HOCAT B OCHOBHOM  YIPe)XIAIONIHH,
NpodHIaKTHYECKHH XapaKTep U TpeOYIOT MOCTOSHHON pa3bsCHUTENBHOM paboTsI ¢

IMOJIL30BATECIIAMH H Oﬁcﬂy}KHBaIOHIHM IEPCOHAIIOM CHCTCMEI.

MopaabHO-3THYEeCKHE MePbl 3aIHTHI
K MoOpalibHO-3THYECKMM MEpaM OTHOCATCH HOPMBI ITTOBEIEHHUA, KOTOpPBIE

TPaJlMLIHOHHO CJIOKUWIHCh WM CKJIAJBIBAIOTCS MO Mepe pacnpocrpaHeHus: OBM B
cTpaHe wuau ofimecTBe. OTH HOpPMBI OOJbIIeH YacThlO He  SBIAIOTCH
o0s3aTeNbHBIMY, KaK 3aKOHOJATEeNbHO YTBEpXJeHHBIe HOPMATHBHBIE aKTHI,

OJIHAKO, UX HecoOmoeHHe BeAeT OOBIMHO K IAJEHHI0 aBTOPHUTETA, IMPECTHXKA
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YeJI0BeKa, IPYMIIBI JIUI WK OopraHu3aurdyd. MopaisHO-3THYeCKHe HOPMEI OBIBAIOT
KaK HemucaHble (Hampumep, oOlenpru3HaHHble HOPMBI YeCTHOCTH, TIaTPHOTH3MA H
T.M.), TaK ¥ MHCaHbIe, TO eCTh O(GOpPMIICHHBIE B HEKOTOPBIH cBOJ (YCTaB) MpaBHII
WY TIpeaTNTMCaHui.

MopanbHo-3THYEeCKHE MEpPBl 3allUTHl SBIAIOTCS NMPOQHIAKTHYIECKUMH U
TpeOYIOT MOCTOSHHON paboOThI IO CO3/A3HHUIO 3JJ0POBOr0 MOPAIBHOIO KJIMMara B
KOJUIEKTUBaX MoapasaeneHnii. MopanbHO-3THUYECKUE Mephl 3aIIUThl CHHXKAIOT
BEPOSTHOCTh BOZHUKHOBEHUS HEraTUBHBIX JCHCTBUN CBA3aHHBIX C YEJIOBEYECKUM
(axTopoMm.

OpranusanuoHnblie (AAMHHUCTPATHBHBIE) MEPbI 3alIHTHI
OpranusanioHHble  (QAMUHUCTPATUBHEIE) MEPBl 3allUTBl - 3TO MEpPHI

OpraHU3alluOHHOrO XapakTepa, peryiaMeHTUPYIOLIHE TIPOLIECCHI
bynkuunonupoBanus VCIT/IH, wcrmons3zoBanue pecypcoB UCII/n, nesrensHOCTH
OBCITy)XKHBAIOIIErO MEPCOHANA, 8 TAKKE MOPAI0K B3aUMOECTBUS [T0Ib30BaTENeH
¢ UCII[IH takuMm oOpa3oM, 4TOOBI B Haubonblield CTENEeHH 3aTPYAHHTh WU
UCKJIFOYHTh BO3MOXHOCTh peaH3aliy yrpo3 6€30nacHOCTU WA CHU3UTE pa3Mep
TIOTEPh B CITydae X peasln3alluu.

['naBHas 1elb aIMHHUCTPATUBHBIX Mep — cdopmuposare [lonutuky
wHbopmannoHHoi OezomacHocTH IIJIH (oTpaxkaloLIyl0o IOAXOABI K 3allUTe
uHbopMaLKK) U 00eCTIe4YUTh ee BEIIOJHEHNE, BBIICISI He0OX0AUMBIE PECYPCHL U
KOHTPOJIUPYSI COCTOAHHUE AL

Peamuzanms [Nomuruku undopmarmonnoit 6ezonacHoct I1[n B UCIIIn
COCTOST U3 Mep aIMHUHHUCTPATUBHOIO YPOBHS M OpTaHU3allUOHHEIX (TIPOLIEYPHBIX)
MEp 3alIUTH HHYOPMALUU.

K aIMUHHCTPaTHBHOMY YPOBHIO OTHOCATCS PpEIUEHHMA PYKOBOJCTEA,
sarparusaonme aestensHocts UCI/IH B menoM. OTH pellieHHs 3aKpervIsioTCs B
[Tonuthke uHdopMaluoHHOH Ge3omacHocTH. [IpuMepoM TakHX pEIIEHHHA MOTYT

OBITh:
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NPUHATAE pemeHUus O (QOPMUPOBAHUU WIM IEPECMOTPE KOMILIEKCHOH
nporpaMMmsl obecrieueHus 6ezonacHoctd [I/1H, onpenenenne OTBETCTBEHHBIX
3a ee peau3allmIo;

dopmynupoBaHue Leneidl, MOCTAaHOBKA 3anad, OMpeleleHUe HalpaplieHUi
JesTeNbHOCTH B 00nacTu Oe3omacHoctu [1]1H;

TIPHHATHE PEICHWI TI0 BONpPOCaM peau3aliy MporpaMMbl O€3011acHOCTH,
KoTopble paccMaTpuBatorcs Ha ypoBHe OO0 « MHI'EHUYM» B nienom;
obecrieueHre HOPMATHBHOM (TIPaBoBO#) 62361 BOIIPOCOB 6€30MaCHOCTH H T.IL.

[Tonutuka BEPXHETO YPOBHA HOJIKHA 4YCTKO OUYCPTUTD cq)epy BJIMAHUA H

OTpaHUYEHHUs IPU ompeneneHud uenel OesonacHocty I1JIH, onpeneanTs KaKuMu

pecypcamu (MaTepuaibHble, IEpCOHAN) OHM OyayT [JOCTHIHYTBI M HadTh

pa3YMHbIﬁ KOMIIpOMHCC MEXIY TNpUHEMIIEMBIM YPOBHEM 0e30mMacHOCTH |

¢ynxunonansHocTero MCIT/IH.

Ha opraHu3allMOHHOM YpPOBHE OIpPEAeNsIOTCS TMpOLEAYpbl M IpaBHIA

JOCTHIKEHUS 1ieiel U pemieHus 3agad [lonuruky nHGopManoHHON 6€30MacHOCTH

[1[In. OTH npaBuia onpeaesioT:

KaKoBa 00/1acTh IIpUMEeHEHHs TIONMHTHKY Oe3omnacHocTH [1/1H;

KaKOBbl PONM ¥ OOS3aHHOCTH JOJDKHOCTHBIX JIML, OTBEYAIOIIME 34
npoBeficHHe MONUTHKH OesomacHocTH I1/[H, a TakkKe HX YCTAHOBUTH

OTBETCTBEHHOCTE;
KTO uMeeT npasa goctyna K [1/1H;
KaKUMM MEpaMH ¥ cpejicTBaMu obecnieunBaeTcs 3ammra [1/[H;

KaKUMH MepaMH U CpeICTBAMH obecrieynuBaeTcs KOHTpPOJIb 3a coOmroaeHHEM

BBCJACHHOI'O pCKHMa 0€e30I1acHOCTH.

OpT‘&HI/IBaHHOHHbIe MCEPBI JOMKHBL:
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npeaycMaTpUBaTh periaamMenT UH(POPMaLMOHHBIX OTHOUICHHIA,
HCKJIOYAKOIUUX  BO3MOXXHOCTh  HECAaHKLUMOHHWPOBAHHBIX  JCHCTBUH B
OTHOUICHHUH 06'I)eKTOB 3alIHUTHI;

ONpeleNsITh KOATMLUUOHHBIE U HMepapXW4yeckue IPUHLUIBI M METO.bI
pasrpanuyueHus goctyna K [1/1H;

OTpeseNsiTh INOpsSAOK paboTbl ¢  MpOrpaMMHO-MAaTeMaTHYeCKHUMH U
TEXHUYECKUMH (anmapaTHble) CpeacTBaMH 3alUTBl M KPUNTO3ALUMTBL H
JIPYTUX 3alIATHBIX MEXaHU3MOB,

opranuzoBath Mepbl npotuBoaekcTBus HCJ[ nosp3oBatemssMu Ha 3ramax
ayTeHTU(hUKALMY, aBTOPU3aLMK, HIEHTHQUKANKU, oOecledynBarolnX
TapaHTHH  peald3alMd  [paB W OTBETCTBEHHOCTH  CyOBEeKTOB

WH(POPMALIMOHHEIX OTHOIICHUH.

OpI"aHHSaI[I’IOHHBIB MeEpPBI JOJIXKHEBI COCTOATE U3

pernamenta goctyna B noMewenus UCI1/Ix;

TIOpAIKa JOIMycKa COTPYAHUKOB K Hcmonb3oBanuto pecypcos UCITIn OO0
«MHI'EHUYM»;

perjJaMeHTa MpoLeccoB BedeHHs 06a3 JaHHBIX U OCYLIECTBJIEHHS
Moaudukanu HHGOPMaLOHHBIX PECYPCOB;

periaMeHTa MpoIEcCoB OOCTY)KUBAHHS M OCYIUECTBIEHHS MOJU(PUKALNH
anmnapaTtHbIX u mporpamMHbIx pecypcoB MUCILIn;

uHeTpykuui  monbsoBarenen  MICIIJIH  (ammunmctparopa  WCII/H,
agMuHKCcTpaTopa 6esonacHocTH, oneparopa MCTIH);

MHCTPYKLMH [TOJIG30BaTENIs P BOSHUKHOBEHHH BHELUTATHBIX CHTYallHH.
MHCTPYKIHMH TI0 pasMelleHHIo, 060pyIOBaHUIO H OXpaHe MOMELIeHHUH, Iae
XpaHATCH MEPCOHANBHBIE NaHHbIE, 10 XPaHEHMIO TIEPCOHANBHBIX JaHHBIX Ha
OyMaKHBIX HOCHTENSX U TIOPAAKY paboThl MCIIONHUTENeH ¢ NePCOHANBHBIMH

NAaHHBIMH Ha OYMaXKHBIX HOCHTENX HHPOpMALKH.
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POu3uyecKkHe Mepbl 3aLHTDI
Du3nvyeckue Mepbl 3allWThl OCHOBAaHbl HAa MPUMEHEHHH PAa3HOro poja

MeXaHHIEeCKHUX, SNMEKTPO- WIM 3ICKTPOHHO-MEXAaHMYECKHX YCTPOHCTB M
COOPYKECHUM, CHEeLUAIbHO MpEAHA3HAYEHHBIX U CO3JaHUA  (DU3HYSCKUX
IPENATCTBUN HA BO3MOXKHBIX ITYTAX MPOHHKHOBEHHS M JOCTYIA [TOTEHIHMAIBHBIX
HapymmTenaed K KOMIIOHEHTaM CHUCTEMBbI W 3aljuinaeMoil uHGOpMAaIluH, a TaKKe
TEXHHYECKUX CpeNCTB BU3yalbHOro HaOMIOJeHUsi, CBA3M W  OXPaHHOI
CHTHAJTH3ALH.

dusudeckas 3alUTa 3JaHWH, MMOMELICHHH, OOBEKTOB W  CpelCTB
uHpopMaTU3aAIUH TOJDKHA OCYIIECTBIATECS MyTeM YCTaHOBJICHUS
COOTBETCTBYIOILIUX ITOCTOB OXpaHbl, ¢ MOMOIIbI) TEXHUYECKUX CPEICTB OXPaHEI
WK MOOBIMH JPYTHMHU crnoco0amu, NPeNOTBPALLAIIIMMH WIH CYLIECTBEHHO
3aTPYAHSIOIIMMH TMPOHUKHOBEHHE B 3JaHHe, MOMEIIEHHUS IOCTOPOHHUX JIMII,
XHIIeHHe HHGOPMALMOHHBIX HOCHUTENeH, caMHuX CpeiacTB HH(poOpMaTU3alNY,
WCKJTFOYAIOIIMMH HAaXOXIEHHEe BHYTPH KOHTPOJIHUPYEMOH (OXpaHAEMOW) 30HBI

TEXHUYCCKHUX CPEACTB PA3BCIAKH.

AnnapaTHo-nporpaMmMHble cpeacTsa 3amuTel IT1n
Texuudeckue (anmaparHO-MPOrpaMMHBIE) MEpPBL 3alUTHEl OCHOBAaHBI Ha

MCTIOJIb30BAHMH Pa3IMYHBIX JJIEKTPOHHBIX YCTPOUCTB U CIIEHUAJIBHBIX [IPOIPaMM,
Bxosanmx B coctaB UCIT/IH u BEITIONHAIOIIMX (CaMOCTOATENBHO UIH B KOMILJIEKCE
¢ IPYTMMH cpeacTBaMu) GyHKIUK 3aIUThl (MACHTUQUKAINIO U ayTeHTU(QHKALUIO
HONIB30BATENEH, pasrpaHHyYeHHe OOCTyma K pecypcaM, perdcTpaluio COOLITHH,
KpHTITOrpaduecKoe 3aKphITHEe UHGOPMALIUH U T.1.).

C yueToM Bcex TpeOoBaHU# U NpUHIMIIOB obecrieqenus 6ezonacHocTu I1/1H
B UCII/Ig 1o BceM HAIpaBIEHUSM 3allWThl B COCTAB CUCTEMBI 3aILMThI JOJDKHEI
OBITH BKIIIOUEHBI CIEAYIOIINE CPEACTBA:
*  cpexacTsa UeHTH()UKALH (omo3HaBaHUs) %} ayTeHTUUKaLUK

(nonTBepkaeHHS NOAMHHHOCTH ) tonb3oBareneid UCII/H;
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*  CpeACTBA pa3rpaHWYEHHUd JOCTyNa 3aperUCTPUPOBAHHBIX I10JB30BATENeH
cucteMsl k pecypcam UCI T OO0 «MHI'EHAYM»y;

* cpeactBa o0ecre4eHMs M KOHTPOJS LEJOCTHOCTH IPOTPaMMHBIX H
MH()OPMAIUOHHBIX PECYPCOB;

*  CpeAcTBa ONEpaTHBHOIO KOHTPOJIS U PerUCTpally cOOBITHI 0€30IIacHOCTH;

*  Kpunrtorpadudeckue cpeactsa 3amuts [1/1H.

YcneniHoe TpPUMEHEHHE TEXHWYECKMX CPEICTB 3alllUThl Ha OCHOBAHUH
OpUHIMIOB (pa3aen S5) mpeamnojaraer, YTO BhINOJHEHHE MEePevYHCIICHHBIX HHXKE
TpeOoBaHUil 0OECeYeHO OpPraHW3ALMOHHBIMU (aIMHHHACTPATHBHBIMU) MEPaMH U
UCMOIb3yeMbIMU QU3UUECKUMU CPeACTBAMU 3aILIUTHI:

»  ofecnedeHa gpu3ndeckas HeNOCTHOCTH Bcex KoMioHeHT UCTIH;

*  Kaxapld coTpynHukK (monb3omatens UMCII[H) unu rpynna mosnb3oBaTeneu
HMeeT VHHKAIbHOE CHCTEMHOE WMS W MHUHHMAIBHO HEeoOXOOMMEIE IJIs
BBITIOJIHEHUSI UM CBOUX (DYHKIHMOHAIBHBIX OOSA3aHHOCTEH IIOJTHOMOYHUS IIO
IOCTYITY K pecypcam CHCTEMBI;

« B UCIIn 000 «MHI'EHMUYM» pa3paborka U OTIaAKa IpPOrpamm
ocymectrisiercs 3a npenenaMu MCII/IH, Ha HCIBITATENBHBIX CTEHIAX,

*  BCE HU3MCHEHUS KOHQUTypallMM TEXHHUYECKMX U IIPOrPAMMHEIX CPE/ICTB
WCTIIx mpou3BOAATCS CTPOro YCTAHOBIEHHBIM MOPAAKOM (PeTUCTPUPYIOTCS
M KOHTPOJIUPYIOTCS) TOJBKO Ha OCHOBAaHMM PAaCIOPSDKEHHH pPYyKOBOJCTBA
000 «MHI'EHUYM»;

*  cereBoe 00OpyIOBaHUE (KOHIIEHTPATOPBl, KOMMYTATOPHBI, MAPIIPYTU3ATOPBI U
T.II.) pacmojiaraercsi B MeCTaX, HEJOCTYNHBIX JUIS IOCTOPOHHUX
(cmeuuanbHBIX IOMEMIeHUsX, HiKadax, 1 T.11.);

« cnermumanuctamu 000 «MHI'EHUVYM» ocymecTBigercs HeETPephIBHOE
yIIpaBJieHHEe W aIMHHUCTPATHBHAA MOJJAEpKKa QYHKUHOHHPOBAHUS CPEACTB

3allHThI.
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7 Koutpoas 3¢dexrusnocrn C3IAH

Konrpons a¢dextusnoctd C3II[IH momkeH ocylIecTBIseTcs Ha
nepuogudeckoit  ocHoBe. Llenpto  KOHTpodAsS  A((QEKTHBHOCTH  ABJISAETCA
CBOCBPEMEHHOE BBUIBICHHE HeHauiexamux pexumoB paboret  C3I[1x
(oTKMIOUEHNE CpeICTB 3aLIHNTHI, HapylIeHHe PEeXHUMOB 3aIIUTHI,
HECAaHKI[HOHUPOBAHHOE W3MEHEHHE pexuma 3alluThl W T.0L), a Takke
IIPOTHO3WPOBaHWE M  [IPEBEHTHBHOE pearupoBaHUE HAa  HOBbIE  YIPO3bI
Oe3omnacHocTH I1/IH.

KOHTpolb MOXET NPOBOAMTHCA KaK aJMUHUCTpAaTOpaMu 6e30MacHOCTH
WUCIT[ln  (omepaTuBHBIA  KOHTpPOJb B  [polecce  HH(POPMALMOHHOIO
paumogneicrus B MCII/IH), Takx u nOpuUBIeKaeMbIMU [UIS 3TOH LU
KOMIIETEHTHBIMKA OpPraHU3alUsAMH, HWMEIONUMHU JIMLUEH3HIO Ha 3TOT BHI
nearensHocTd, a takke OCTBK Poccuum m ®Cb Poccuu B mpenenax ux
KOMIIETEHIIHH.

KOoHTpoNb MOXXET OCYILIECTBIATHCS AJMUHUCTPATOPOM OE30IIACHOCTH KaK C
MOMOIIBIO IUTATHBIX CpeacTB cucreMbl 3amuTel [IJ[H, Tak M ¢ TOMOUIBIO
CIeLIMAJbHBIX MPOrPaMMHBIX CPEICTB KOHTPOIIS.

Ouenka 3¢ dekTrBHOCTH Mep 3anuTel [1JIH MpoBOOUTCS ¢ MCTIONb30BAaHHEM
TEXHHYECKHX M MPOrpaMMHBIX CpPEICTB KOHTPOJA Ha MPEOIMET COOTBETCTBHA

YCTaHOBJIEHHBIM TpGﬁOBaHHHM.
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8 Cdepni oTBeTcTBeHHOCTH 32 Ge3onacHocTh I1/1H

OrseTcTBeHHBIM 33 pa3pabOTKy MEp M KOHTPOJb Haj olecrnedyeHHeM
0€30MIacHOCTH  TEPCOHANBHBIX — JaHHBIX  sBiaserca  pykosojactso Q00
«MHI'EHUYM>». PykoBoguTenbs MOXET AEJIETHPOBaTh 4YacTh MOJHOMOYMM IO
obecnevyeHH0 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX.

Cdepa  OTBETCTBEHHOCTM  DYKOBOJUTENsS  BKJIOYAeT  CICAYIOIIUE

HanpapieHus obecrieuenus 6ezonacuoctu [1]IH:
»  IlnanupoBaHue U peanusainus Mep 1o obecneyenuro 6eszonacuoctu I1/1H;
»  Amnanus yrpos 6ezonmacuoctu [1)H;

*  Pa3paboTKy, BHeIpeHWe, KOHTPONb WCNONHEHWA W IOJAJIEPKAHUE B
aKTyalbHOM COCTOSHUM TIOJNMTHK, PYKOBOJCTB, KOHIEIIIWH, NpoLenyp,
perNaMeHTOB, MHCTPYKUMH M IOpyrux OpPraHW3alMOHHBIX JOKYMEHTOB IIO

obecneyeHHro 0E€30MacHOCTH;

*  Ooyuenne u nHbDOpMUpoBaHue nodb3oBareneit UCI1/Ix, o mopsake paGoTsl ¢
[1[Ix1 u cpeacTBaMu 3alIUTHI,

«  TlpenorBpalleHue, BbIABICHUES, pearnpOBaHHe U paccleoBaHUe HaAPYLIEHWH
OezonacuHocta [1/1H.

IMpu B3auMoOAEHCTBHM CO CTOPOHHHUMH OpraHM3alysAMH B CIIydYasx, KOrza
COTPYAHHMKAM 3THX OPraHu3al(iil MMPeoCTaBIsIeTCs JOCTYI K OOBeKTaM 3allHThI
(pazzen 3), ¢ 3TUMU OPraHH3ALUMAMH JOKHO OBITh 3aKM049eH0 «CornameHue o
KoHpuaeHnuansHocTHY, 160 «CornameHue o0 COOMOAGHWHM  peXxuMma
6esomacuoctu I1[In npu BeimonHennu pador B UCITn». Ilogroroska THIIOBEIX
BAPHAaHTOB 3THX COIJAIIEHHH  OCYLIECTBISAETCS IOpHCTaMU 000

«MHI'EHUYM».
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9 Mopaesib HApYLIUTENAs 0€30MACHOCTH

Ilox napymurenem 8 OO0 «MHI'EHWYM)» nonumaercst JUL0, KOTOpoe B

pe3yJIbTaTe YMBINUTEHHBIX WM HEYMBINUIEHHBIX JEHCTBHI MOXKET HAHECTH yIueph

o0BeKTaM 3alIUTHI.

Bce HapymuTenu qensTcs Ha Be MpyIIIbL:

BHCIIIHHIE HAPYIINTENH — (PU3UUECKUE JINIA, He UMEIOLIHe [TpaBa NpeObIBaHUSA
Ha TEPPUTOPHH KOHTPOIMPYEMOH 30HBI, B IIpeJenax KOTOPOH pa3MellacTCs
ob6opyposanue UCIT/IH, a Taioke xpanstes [1/]H Ha GyMaXHBIX HOCHTEISX;

BHYTPEHHHE HaPYIIUTENN — (PU3nNYecKue LA, HMEIOLHe paBo NpedbIBaHus
Ha TEPPUTOPUU KOHTPOJIUPYEMOH 30HBI, B MpeAeNiax KOTOpoH pasMemaercs
obopynosanue UCIT/IH, a Taxke xpansarcs [1In Ha OyMaXXHBIX HOCHTEIISIX.

Knaccudukauus  Hapymwurened  npeicraBileHa B Mogenn  yrpos

0e30MacHOCTH NEePCOHAIBHBIX JaHHBIX.
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10 Mogaeas yrpos 6e3onacHocTH
Ja UCIIAr OO0 «MHI'EHWUYM» BBIAENAIOTCS CISAYIOIINE OCHOBHBIE

KaTeropuu yrpos 0e30macHOCTH NEPCOHAJIBHBIX JaHHBIX!

YTpo3kl OT YyTEYKH 110 TEXHUYSCKUM KaHallaM.
YTpo3bl HECAaHKIIMOHMPOBAHHOTO NOCTYyNa K MH(OPMAIHH.

Yrpo3sl yHHUTOXEHHUA, XHIIeHus annapaTHbiXx cpenctB MCIIIH HocuTenei
nHpopManuK nmyteM duzudeckoro gocrymna k snemenram UCIIJIH.

Vrpo3sl  XWINEHHS,  HECaHKUMOHHPOBAHHOM  MOIHU(PHKAUWN  HIH
OnokupoBanus WHpOpPMANMK 3a CYET HECAaHKIHOHHPOBAHHOTO JOCTYIA
(HCH) ¢ npumeHeHHeM MpOrpaMMHO-aNmNapaTHbIX U MPOrpaMMHBIX CPEACTB
(B TOM 4Mcae MPOrpaMMHO-MATEeMaTUYECKUX BO3ACHCTBUM).

Yrpo3sl He mnpeAHaMepeHHBIX [JEHCTBUU I0Nb30BATENCH M HapyUleHHH
6esonacHoct dyHkunonupoanus UCIIIn u C3[1[n B ee cocrase u3-3a
cOoeB B TporpaMMHOM oOOecTieueHnH, a TaKkKe OT YIpo3 HEaHTPOIIOIEHHOTOo
(cboeB  ammapaTypel  W3-32  HEHAJe)KHOCTH  DJIEMEHTOB,  cOoeB
3JIEKTPONIMTAHUA) ¥ CTUXUIHOTO (yAapOB MOJIHMH, [103KapoB, HABOJIHEHUH H
T.I1.) Xapakrepa.

VYTpo3sl MpeJHAMEPEHHBIX ACHCTBUNA BHYTPEHHUX HAPYIIUTENECH.

yl"pOSBI HECAaHKIIMOHHPOBAHHOT'O AOCTYTIA MO KaHalaM CBA3H.

Omnucanne YIpo3, BEPOATHOCTh MX peajlu3ali, OIIaCHOCTb M aKTyallbHOCTb

MpeacTaBJI€Hbl B ((MO,[[CJ'II/I yrpos 0e30MMacHOCTH MCPCOHANIBHBIX HOaHHBIX B

MNCITda».
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11  Mexauunsm peannsanuu Ionomxenus

Peannzauus  [lomoxxkeHus  AOKHA  OCYLUECTBIATBCA Ha  OCHOBE
TIEPCIIEKTHBHBIX MPOrPaMM U IUIAHOB, KOTOPbIE COCTABIISIIOTCS HA OCHOBAHHU U BO
HCIIOHEHHE:

*  ¢enepanbHbix 3aKOHOB B obnactu obecneyeHdss HHQPOPMALMOHHON
6e30MacHOCTH | 3aIUTHI HHPOPMALKH;

*  nocra”osieHud [IpaBurensctBa Poccniickon Penepanuu;

*  PYKOBOISILUMX, OPraHU3aUHMOHHO-PAaCHOPAJUTENbHBIX W  METOAMYECKHX
noxkymeHToB @CTIK Poccun;

. notpebuocteit MCIIIm B cpenctBax obecneueHuss ©Oe30MaCHOCTH

uHbOopMaIuu.
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12  Ilopsgok paGoThl ¢ NEPCOHATBHBIMH JAHHBIMH COTPYAHHKOB

O6si3anH0oCcTH paboToaaTes

‘B menax wmcnonnenusa tpeGopaHMi 3akoHonarenscTBa PO npu obpaborke
NEPCOHANIBHBIX JIaHHBIX, BCE PabOTHUKU YUPEXKAECHHUS MHOIDKHBI HCIIOIHATh
YCTaHOBJICHHBIH MOPAAOK paboTHI:

Paora ¢ mepcoHalbHBIMM JaHHBIMU PaOOTHHKOB [OJDKHA HE HapyluaTh
TpeboBaHuil 3akoHojatensctBa P® W  JOKaIbHBIX HOPMATHUBHBIX AaKTOB
OpraHu3alliy, U JOJKHA OBITh HEITOCPEACTBEHHO CBS3aHa C OCYILECTBICHUEM UMH
CBOUX TPYHOBBIX (PyHKLHUH.

[Tpu cOope n 0O6paboTke NMepcoHANBHBIX AAHHBIX paboTHHMKa padoTojarelsb
JobkeH pykoBoactBoBathes Konctutyuueid P®, TpynoseiM kxoxexcoM PO u
HHBIMU (e/lepanbHBIMU 3aKOHAMHU.

[lepcoHansHble AaHHblE PaOOTHUKOB [OJDKHBI OBITh MONYYEHBI TOJBKO
HenocpeacTBeHHO Yy Hero. Ecmu ans o6paboTkU ero JaHHBIX WIH HX ITOJTyHEHHS
NpUBIEKaeTCs TPETbH JIMLA, TO PAOOTHMK [OJDKEH [aTh IIpPEeJBApUTEIBHOE
MUCbMeHHOe cormacde Ha 5To. OOHOBpeMeHHO pabOTHHK JOJDKEH OBITh
yBEJIOMJIEH O Leisax cbopa undopmalinu, UCTOYHHUKAX €€ TOTYUYCHHs, a TaKKe O
TIOCJIEACTBHAX OTKa3a OT TMpPeHOCTaBIeHHs IHCBMEHHOro corinacus Ha cOop
uH(bOpMalUu.

[TepconanbHbie JaHHBIE PabOTHHKA O €ro MOJINTHYECKHX, PEIUTHO3HBIX U
UHbIX YOeXAeHHAX, YacTHOM >KM3HH, a TaKXKe WICHCTBE B OOIIECTBEHHBIX MU
po)COrO3HBIX OpraHu3alusX He MoAajiekaT cOopy opraHu3alMed, €C/IM HWHOE He
NpeayCMOTPEHO 3aKOHOJaTEILCTBOM.

3amuTa TNEepCOHANBHBIX JaHHBIX pabOTHHKA HOMKHA O0O0ecrneYuBaThCH
IIOJIHOCTBIO 3a cYeT paboToaTels.

Vupexnenne npd mpueMe Ha paboTy, a Takke IpH JIOOBIX M3MEHEHMAX
IpaBul paboTHl ¢ MEePCOHATBHLIMU AAHHBIMU 00S3aHO IMCbMEHHO 3HAKOMHUTH C

HUMH BCeX paOOTHHKOB.
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YupexxaeHue He UMeeT MpaBo NPUHYKAATh paOOTHUKOB K OTKa3y OT CBOMX

MPaB HA 3aILUATY NEPCOHAJILHBIX JAHHBIX.

O6s13anHOCTH paGoTHHKA
PaboTtHuk 0bs3aH:
[lepenate paboTomaTenio Bce IEPCOHANBHBIE MAaHHBIE, YKa3aHHBIE B
COOTBETCTBYIOIIHX JOKYMEHTaX.
B ycraHoBneHHBI paBUIaMU CpPOK coolwmaTe paboromatemo 00

H3MEHCHHH CBOHX IICPCOHAJIBHBIX TAHHBIX.

Ilepeaaua nepcoHaNbHBIX JAHHBIX
Jlns opraHuzalMu nepefadd (paclpoCTpaHEHMs) MEPCOHANBHBIX AaHHBIX
co0JIIOAAI0TCS CeOYIOLIME YCIOBHA:

—  Dbepercs nucbMeHHoe coriacue paboTHHKa Ha 00pabOTKy NepCOHAJIBHBIX
JIAHHBIX, PaspelIeHHBIX ISl PAclIpOCTPaHEHHs, O(QOPMIISIETCS OTAENIBHO OT
Ipyrux cormacuii Ha oOpaloTKy ero InepcoHanbHBIX OaHHBIX. [lpu 3ToM
COOMIIOMIAIOTCS  YCIIOBHSI, TNpPeIyCMOTpeHHble, B dYacTHocTd, cT. 10.1
®epepanpHOro 3akona ot 27.07.2006 N 152-@3 "O nepcoHanbHBIX JaHHbIX .
TpeGoBaHuss K  COHOEPXAHUKO TAKOrO  COIMVIACHS  YCTaHABIIHBAIOTCH
YIIOJITHOMOYSHHBIM OpPraHOM TIO 3alluTe MpaB CyOBEKTOB MEPCOHAIBHBIX
JTAHHBIX.

—  TlucemenHoe coriacue Ha 00paboOTKy NepCOHANIbHBIX JaHHBIX, Pa3pellIeHHBIX
JUTS pacrpocTpaHeHus, paboTHHK TpejocTaBiser Paborojareno JUYHO.

—  Pa6oronatens 06A3aH He MMo3AHEe TpeX pabodux AHEH ¢ MOMEHTA ITOJTyYeHUA
YKa3aHHOI'O COIJIacHsl OIMyOMKoBaTs HHOOpMAIHIO 06 ycnoBuaX 06paboTKH,
O HAJIMYMH 3alPETOB H YCJIOBUH Ha 00paboTKy HEOTpaHUYEHHBIM KPYTOM JIHLI

NEePCOHANIBHBIX JAHHBIX, PAa3PEIICHHBIX AJI5 pacpoCTpaHCHHUA.
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— Cornacue Ha o00pabOTKYy MEpPCOHANbHBIX [JaHHBIX, Pa3pPEelICHHbIX I
pacnpocTpaHeHHs, IIpeKpallaeT CBOE JEHUCTBUE ¢ MOMEHTa ITOCTYIUICHHUS

Pabotonarento TpeGoBaHusl.

IIpn oCyIIecTBIEHWH TiepeAaydl TIePCOHANBHBIX [AaHHBIX pPabOTHUKOB

TPETLUM JHLaM paboToaaTens 00s3aH:

— He coolulate nepcoHaNbHblE [JaHHBle ©Oe€3 TIONy4YeHHOro MUCBEMEHHOTO
cormacus pabOTHWKA, KpOMe cllyyaeB, Korja Takue 00sf3aHHOCTH
YCTaHOBJICHBI 3aKOHOJATEIECTBOM;

—  He TIepelaBaTh TEPCOHANBHBIE JaHHble PaOOTHHKA IS MCIIOJIL30BAHUA B
KOMMEPUYECKUX 1IeJIAX;

—  TpeGoBaTh OT TPETHUX JIUI COOMIONEHUS MpaBuil paboThl ¢ NEPCOHAILHEIMH
NAHHBIMM, @ TaKKe I[PEeAOCTaBIeHHUs ITNCHBMEHHOTO MOATBEPXKICHUs
UCIIOIB30BaHUA IIePCOHANBHBIX JIAHHBIX B TOPAAKE, IPEAYyCMOTPEHHBIX
HACTOALIMM IOJIOKEHHEM O 3aLIUTE TIEPCOHANIBHBIX JaHHBIX;

—  [aBaTh JOCTYI K IEPCOHaJBHBIM JIaHHBIM TOJbKO JIMLAM, HWMEOIINM
COOTBETCTBYIOUIMI JOMYCK W MCIONB3YIOIUX HX TOJBKO AJIS BBIIOJHEHHS
KOHKPETHBIX MOTHOMOYNH;

—  He HcrpeboBaTh HMHGOPMALMIO O COCTOSHHHM 370pOBRS paboTHHKa, 32
WCKITIOYEHHEM [JaHHBIX, KOTOpPbIE MOTYT TIOBJIMATL Ha HCIOJHCHHUE

paGOTHUKOM CBOUX TPYJOBBIX 00SI3aHHOCTEH.

3alHTa MEPCOHANBHBIX AaHHLIX paloTHHKA

B pamkax peanu3aluM MNyHKTOB Hactosilero llomoxeHuss o 3aliuTe

IIEepPCOHANBHEIX JAHHBIX PAOOTHUKOB, PYyKOBOIUTEIh YUPEIKACHUS H3/1aeT TNPHKa3 O

Ha3Ha4YeHUH JIHUa, OTBETCTBCHHOI'O 3a coOIroIcHNE nopsaaka paGOTbl C



44

MEPCOHANBHBIMU JaHHBIMH PabOTHHKOB, Ha KOTOPOM JIeXkaT Bce OOS3aHHOCTH IO
obecneueHHI0 KOHPUIEHIINATBHOCTH TOJIy4eHHbBIX JaHHBIX, 4 TAK)Ke OpraHu3aluu
paboTel ¢ HUMH.

ITepenaua uHbopManUy MPOUCXOAUT TOJNLKO B MUCBMEHHOM BHIE. 3anpoc
NOMKeH ObITh clelaH B MUCbMEHHOM BHIE C YKa3aHUEM BCEX PEKBU3UTOB JIHIA,
3anpaliuBatollero HHdopmanuio. OTBeT HoMkKeH ObITh clenaH Ha (GUPMEHHOM
OnaHke ydpexaeHUs W oTnpaBieH nAubo Kypbepckoll ciyxO6oH, 1160 3aKka3HBIM
TTHCEMOM.

Bce nomydeHHble NEPCOHANbHBIE NaHHbBIE NOJDKHBI XPAHUTBECS B MECTE,
UCKJIFOUYAIOLEM HECAHKLIMOHUPOBAHHBIX JTOCTYH TPETHUX JIHILI.

ODNeKTpOHHBIE HOCHTENM WH(QOPMAalUWH, [ODKHbL OBITh  3alIHILEHBI

KpHNTOorpahUIecKHMH Cpe/ICTBAMU 3aIUThl MHGOPMaLUH.

OTBeTCTBEHHOCTH 3a pa3raanieHne HHGpoOpMalHH, CBI3AHHOH ¢

NePCOHAJBHBIMH JaHHBIMHA paﬁonm Ka

JInna, Tpu3HaHHBIE BUHOBHBIMH B HApYLIEHWM TPeOOBaHMH HACTOSALIETO
IMonoxeHuss O 3aIUTe TIEPCOHANBHBIX JAaHHBIX PAaOOTHUKOM, IIPUBJIEKAIOTCS K
OVCLHTUIMHAPHON, &JAMHHUCTPATUBHOM, TIPaXJaHCKO-NIPAaBOBOH M  YroOJIOBHOH
OTBETCTBEHHOCTH, B IOpAOKe, MPEeIyCMOTPEHHOM 3aKOHOAATEeNbCTBOM P@

JIOKAJTbHBIMHU HOPpMaTUBHBIMH aKTaMH.
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13  Ilopsinok padoThbl ¢ NepcOHANbLHLIMH JAHHBIMH KOHTPareHToB

IMopsgok nony4yenust H 060paboTKU NepPcOHAILHBIX JAHHBIX
KOHTPareHToB

[lom  obOpabotkoit  II/lH  mnOHMMaeTcss  TOJY4YE€HHE,  XPaHCHUE,
KOMOMHUpOBaHUE, NepeAayda WK modoe Apyroe HCIOJb30BAHUE NEPCOHATBHBIX
IDaHHBIX KOHTPareHTOB.

Pabota ¢ nmepcoHaJbHBIMH AaHHBIMU KOHTPareHTOB JO/DKHA HE HApylaTh
TpeGoBaHMit 3aKoHOAaTenbcTBa P@® W JIOKaNBHBIX HOPMATHBHBIX aKTOB
OpraHH3aLuH.

Hcmonp30BaHne TIEPCOHANBHBIX JAaHHBIX BO3MOXKHO TOJBKO B COOTBETCTBHH
C LENsMH, ONpeleNUBIIMMU HMX MonydeHue. [lepcoHanbHble NaHHBIE HE MOILYT
OBITh UCTIOJIB30BAHbI B 1IE/SIX MPUYMHEHNS UMYILIECTBEHHOTO 1 MOPajIbHOI0 Bpela
TpakIaHaM, 3aTpyIHEHHS peanusalid NpaB U cBobox rpaxaaH Poccuiickoi
(enepanuu.

[Topsamok 00paloTKH TIepCOHANBHBIX JAHHBIX HA OyMaXKHBIX MaTepHalbHBIX
HOCUTENSAX pernamMeHTupoBaH «MHCTpyKuMeH @O XpaHEHHIO IIepCOHAIBHBIX
OaHHBIX HAa OYMaXKHBIX HOCHTENAX W TOpsAAKY paboThl HCIONHHUTENEH ¢
NEPCOHANBHBIME  JAHHBIMA Ha  OyMaXHBIX  HOCUTeNSIX  WH(OpMaIHm»,
YTBEPXKASHHON PyKOBOJUTENIEM.

O6paboTrka  mepcoHaNbHBIX JAHHBIX B ABTOMATU3WPOBAHHbBIX
nHGOPMAIMOHHBIX CHCTEMAaX OCYIIECTBISETCA Ha OCHOBAaHHY PsJid YTBEPXKICHHBIX
PYKOBOAUTEIEM WHCTPYKIMM, perTaMeHTUpYIoIUX o6paboTKy IepCOHAIBHBIX

nauaerx B UCITJIH.
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,Z[OCT}’H K NNEePCOHAJbLHBIM JAHHBIM

BHyTperHn#it pmocTyn (AOCTYn BHYTPHM OpraHM3alMU) OIpeleNseTcs
nepevyHeM JHIl, MMEIOLMX JOCTYNl K IEepCOHAJBHBIM NaHHBIM KOHTPAareHTOB,
OTIpeJIeNAeTCs IPUKa30M PYKOBOJUTES.

BHewnuit noctymn:

K uumcmy waccoBelx noTpebuTenell IEpCOHANBHBIX AAHHBIX  BHE
OPraHM3alMUd MOXXHO OTHECTH IOCYNapCTBEHHBIE (YHKIMOHANIBHBIE CTPYKTYDHI:
HAJIOTOBBIE WHCIEKLUY, IPaBOOXPAHUTENIbHbIE OpPraHbl, OpraHbl CTATHCTHKH,
BOGHKOMATBI, OpraHbl COLMAJIBHOrO CTPaxoOBaHWs, MEHCHOHHBIE (QOHIEL
NoJpa3e/ICHUs] MyHUIUIIAJIbHBLIX OPraHoB YIIPaBJICHNUA;

Han3opHo-KOHTpONBHBIE OpraHbl UMEIOT AOCTYI K WH(OPMAIMH TOJILKO B

cthepe cBOeH KOMITETCHLIUH.

IlpaBa 06A3aHHOCTH H OTBETCTBEHHOCTh CYOBEKTa NEPCOHANBHBIX
AAHHBIX

3akperuieHre paB CyOBEKTOB MEPCOHANBHBIX NaHHBIX, PErITaAMEHTHPYIOUINX
3QIUTy €ro MEePCOHAIBHBIX JAAHHBIX, O00ECIEeYMBAET COXPAaHHOCTh TIOJNHOH H
TOYHOU WH(POPMAIUHU O HEM.

B lenfx 3alMTBl [EPCOHANBHBIX JAHHBIX KOHTPareHTHl (3aKOHHbBIE
NIpeJICTABUTENN ) UMEIOT I1paBo:

- TpeboBaTh HMCKIIOYESHAS WIN HCIPABICHHS HEBEPHBIX, WM HENOIHBIX
IEPCOHANBHBIX JaHHBIX, CBOOOIHBIH OeCTIaTHBINA JOCTYI K CBOMM NEPCOHAIBHBIM
JIaHHBIM, BKJIIOYas MPaBO Ha IOJy4YeHHE KOIMMM HOBOM 3alliCH, ColepKaiuel
NIEpCOHANBHBIE JaHHBIE;

- OIpejeNsiTh CBOMX IPEACTaBUTENeH N1 3allUTHEl CBOUMX NEPCOHANBHBIX

NAaHHBIX HA COXpaHEHHE W 3alllUTy CBOEH JIMYHOHN TalHBEL.
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ITpaBa 00A13aHHOCTH H OTBETCTBEHHOCTH ONEPATOPA MEPCOHANbHBIX
JAAHHBIX

IlepcoHansHas OTBETCTBEHHOCTh - OAHO M3 TJaBHBIX TpeOOBaHHH K
OpraHM3allK (PYHKIIMOHHPOBAHMSI CUCTEMBI 3aIIUTHl MEPCOHATEHONW HHAOPMALIUU
¥ 00sA3arenbHOE ycroBHe obecnieueHust 3 (QEeKTUBHOCTH 3TON CUCTEMBIL

Opuanueckue © Qusnyeckue mula, B COOTBETCTBHH CO CBOWMH
NOJJTHOMOYMAMHM, BJIAJEIOlIMe HHPOpMalMed o TrpaxaaHdaX, MNONyJarollue H
UCIIONB3YIOIIKE €€, HeCYT OTBETCTBEHHOCTh B COOTBETCTBUU C 3aKOHOAATEILCTBOM
Poccutickolt @enepanun 3a HapylleHHe PEXUMa 3allMThI, 00paboTKU M nopsaKa
UCIIOJIb30BaHMUS 3TOH UH(pOpMALIUK.

PykoBomuTens, paspellalomMid JOCTYNl COTPYAHHMKAa K JOKYMEHTY,
cojepxkalleMy IepCOHANbHBIE CBEACHHS KOHTPAr€HTOB, HECET IEPCOHANIbHYIO
OTBETCTBEHHOCTH 3a JAHHOE pa3pelLlcHHe.

Kaxxaprif cOTpyAHUK OpraHW3alliy, MOJy4YalolUi a1 paboTsl HOKYMEHT,
CO/IepIKallMil NepcoHalbHble NaHHbIe, HECET EJUHOIUYHYIO OTBETCTBEHHOCTH 3a
COXPaHHOCTh HOCUTENS U KOH(PUAEHIHATBHOCTE HHPOPMALIHH.

Jlonyck K MEepCOHaJbHBIM JaHHBIM KOHTPAr€HTOB APYTHX COTPYIHHUKOB
paboTronarens, He UMEIOUX HaJIeXalluM o0pa3oM O(OPMIIEHHOIO IOCTYyIa,
3arpelaeTcs.

[lepenaua (0OMeH M T.4.) MEPCOHANBHEIX NAHHBIX MEXIY MOAPA3ICICHUAMM
OCYIIECTBIAETCS TOJNBKO MEXAY COTpYIHHKaMH, HWMEIOIIMMHM JOCTYN K
NePCOHANBHBIM JaHHBIM KOHTPAreHTOB.

3a HeMCIIONIHEHHE WM HEeHaJieXxallee HCIONHEHHE pabOTHHUKOM IO €ro
BHUHE BO3JIOKEHHBIX HA HETO O00A3aHHOCTEW IO COOMIOACHWIO YCTaHOBJIEHHOTO
Mopsiaka paboTel CO CBEIEHHAMH KOH(QUAEHUMAIBHOTO Xapakrepa paboroaareib
BIIpaBe NPUMEHSTH mpenycMoTpeHHble TpynosbiM KolekcoM QUCLMITTHHApPHBIS

B3bBICKAHHA.
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14 Ocobennoctn 06paboTKH NEPCOHATLHBIX JAHHBIX 6€3 HCNOJIb30BAHHS
CpeACcTB aBTOMATH3ALHH

[lpy  HeaBTOMaTH3MPOBAHHOM 00paboTKe pa3NUYHBIX  KaTeropui
NEePCOHANBHBIX JAHHBIX JOJDKEH UCIIONB30BATHCS OTHENbHBI MaTepHalbHBIN
HOCHUTENb Ul KOKIOH KaTeropuH MepCOHAIbHBIX 1aHHBIX.

IIpu HeaBTOMAaTH3HUpOBaHHOH 00paboTKe MepcoHaNBHBIX JaHHBIX Ha
OyMaXXHBIX HOCUTENSX:

— He nonyckaeTcs (uKcanus Ha OJTHOM OyMaXXHOM HOCHTele
NMEepCOHANBHEIX  JIaHHBIX, Leld  0o0pabOTKM  KOTOPBIX  3aBEAOMO
HECOBMECTUMBI;

—  MepcoHaIbHbIE JaHHBIC JOKHBI 000cOOMATECS 0T MHOH uHboOpManvy, B
YACTHOCTH MyTeM (HKCALIMM UX HA OTHENBHBIX OYMa)KHBIX HOCUTENSX, B
CTENHAIBHBIX pa3zaeliaX WU Ha nonsx GopM (01aHKOB);

—  JOKYMEHTHI, COIepiKallie NepcoHanbHble TaHHblE, QOPMUPYIOTCS B  Jena
B 3aBUCHUMOCTH OT IeJIH 00paboTKU NepCOHATBHBIX JAHHBIX;

— [ena ¢ JOKYMEHTaMH, COIEPXAIUMHU IIePCOHANbHBIE JaHHBIC, JIOJKHBI
VMETh BHYTPEHHHE OIMCH JIOKYMEHTOB C yKa3aHMeM LielH o0paboTKu U
KaTeropyuy MepCOHANBHBIX JaHHBIX.

JIOKyMeHTBl (HOCHUTENH HHpOpPMaUKH), CoJepXKallue NEPCOHANBHEIE
JaHHBIE, JO/DKHBI XpaHUTBCS B cny}KeGHbe MOMECIUICHUAX B HAIEKHO
3alMpaeMBbIX U oneyaThiBaeMbIX mKadax (celidax).

VHuuTOoKEHHe WIH 00e3IHYHBAHUE YacTH MEPCOHANBHBIX JAHHBIX, €CIIH
3TO JOTyCKaeTcs MaTepHallbHBIM HOCHTENEM, MOXET IIPOM3BOAUTECA CIOCOOOM,
HCKIIIOYAIONIMM JaTbHEHIIYI0O 00paboTKy 3STHX IepCOHANBHBIX JAHHEIX, C
COXPaHEHHEM BO3MOXHOCTH 0OpabOoTKM MHBIX NAHHBIX, 3aUKCUPOBAHHBIX Ha

MaTepHaJIEHOM HOCHTEIIC,
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[Tpu HECOBMECTUMOCTH Ieneidl o0paboTKH TepCOHATIbHbIX JAHHBIX,
3a)UKCHPOBAaHHBIX HAa OIHOM MAaTepHAIBHOM HOCUTENE, €CIId  MaTepHANbHBIN
HOCHUTEIb HE  MO3BOJSET OCYILECTBIATH  00pabOTKy MEpCOHANBHBIX JaHHEIX
OTACNbHO  OT  OpYyruX 3a(MKCHPOBAHHBIX  HAa  TOM K€ HOCHTEIE
MEepPCOHAJILHBIX JAaHHBIX, NO/DKHBI OBITH IPHHATEI Mepel 10 o0ecneyeHHIo
pasnenbHON  00paboTKU MEePCOHANBHBIX JaHHBIX, B YACTHOCTH:

—  1pH HEOOXOTUMOCTH HCIIONB30BAHNS MIM  pacIpOCTPaHEHUs
OTIpeJIeIeHHBIX MEPCOHANBHBIX JaHHBIX OTAENBHO OT HaXxOMUIMXCs Ha
TOM )K€ MarepualbHOM HOCHTENe  APYrMX  NEpPCOHANbHBIX NAHHBIX
OCYLIECTBISETCS KOITMPOBAHUE IEPCOHANBHBIX HAHHBIX, IMOIEKALIHX
PacTlpOCTPAHEHHI0  HIH  HCTIOJNB30BaHHIO, CIOCOOOM, HCKITFOYAOIIUM
OHOBpEMEHHOE KOMHUPOBAHUE IIEPCOHANBHBIX JAHHBIX, HE IOJJIEKAIINX
pacnpocTpaHeHHIO " UCIIONb30BAHUIO, U UCTIONb3yeTCs
(pacnpocTpaHseTcs) KOIust IePCOHAIBHBIX AaHHEIX,

—  npu  HeoOXOAMMOCTH  YHWYTOXEHHS  WIM  OJIOKMpOBaHHMs  YacTH
NEPCOHATBHBIX JAHHBIX YHHUTOXKACTCA HIM OJOKHpPYETCH MaTepHallbHBIN
HOCHUTEIb C TIpedBapUTe/HHBIM KONUPOBaHWEM CBEAEHHH, HE
NOIEKAIMX  YHUYTOXKEHHUIO WIH  OJOKUPOBAaHUIO, CIIOCOOOM,
HCKIIIOYAIOIIMM OJHOBpEMEHHOE KOMUPOBaHHWE TNIEPCOHANBHBEIX JaHHBIX,
TTOJIEKAIINX YHHYTOXKEHUIO UM OJIOKMPOBAHUIO.

YTOUHeHHEe TEPCOHANBHEIX JAHHBIX MPH OCYIIECTBICHHH HX 00pabOTKH
6e3 WCIIONB30BaHHUS  CPEACTB  aBTOMATHM3alUUM  TIPOM3BOAMTCS yTeM
OOHOBNEHHS WJIM W3MEHEHHS MaHHBIX HAa MaTepualbHOM HOCHTENE, a €cliu
3T0  He JIOTTYCKAETCS TEXHUYECKUMH  OCOOEHHOCTSAMH  MaTepHalbHOTO
HOCUTENA, MyTeM (HKCAIMU HAa TOM )K€ MaTepHalbHOM HOCHTENE CBeIeHUH
0 BHOCUMBIX B HHX H3MEHEHHAX JuUOO IMyTeM U3rOTOBJIEHUSI  HOBOIO

MaTepHalbHOr0 HOCHUTEN C YTOYHCHHBIMH NnepCoOHAJIBHBIMUA TaHHBIMH.
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O6paboTka nepcoOHANBHBIX JaHHBIX, OCyllecTBiseMas 0e3 UCIOIb30BaHHA
CPEJCTB aBTOMATH3alMM, AOJKHA OCYIUIECTBISATHCS TaKUM o0pa3oM, 4YTOOBI B
OTHOIIEHUH KAXKI0H KAaTErOpHHU MEPCOHAIBHBIX JaHHBIX MOXHO OBUIO ONpeaeNuTh
MeCTa XpaHeHHs I[EepPCOHAIBHBIX HAHHBIX (MaTepHAaNbHBIX HOCHUTENeH) W
YCTAHOBHTH TIEpEUYEHb JINL, OCYILECTBILIOINX 00paboTKy MepPCOHANBHBIX JaHHBIX
1100 UMEIOLIMX K HUM JOCTYII.

[Ipu XpaHeHHWN MaTepHaIbHBIX HOCUTENICH JOJIKHBI COOMOIATHCH YCIOBHA,
obecneynBaroIie COXPAaHHOCTh MEPCOHATBHBIX MJaHHBIX W HWCKIIOYAIOIIHe
HECAaHKLMOHUPOBAHHBI K HHM JOCTYIl. XpaHCHHWE MepCOHANBHBIX JaHHBIX
(MaTepuanbHBIX HOCUTENEH), 00paboTKa KOTOPBIX OCYLIECTBISIETCS B PA3IUYHBIX

Oejrsx 10JDKHO OBITE Pa3aciIbHBIM.
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15  Oxkupaempiii 3¢ ekt or peannszanuu [lonoxenns

Peanuzanus [Tonoxenus 6ezonacHoctu [1/{n B UCIT/IH no3BOIUT:

OLEHUTh cocTrosHUe OesomacHocTd HHpopMmauuu WCIIHOH, BHISIBUTH
MCTOUHUKY BHYTPEHHUX W BHELIHUX YIrpo3 UHGOpPMALKMOHHOHN 6e30MacHOCTH,
OTpeNeNUTh TPHOPUTETHBIE HAIpaBleHHs TpPeAOTBPALLEHUs, OTPaXEeHUs U
HeHTpaM3alyy 3THX YIpos;

pazpaboTaTh pacrnopsIUTeSbHbIE U HOPMATUBHO-METOUYECKUE JTOKYMEHTBI
npuMenuTesnsHo K UCTTdH;

NpOBeCTH Kiaccupukauyio u cepruuxanuo MCI1/x;

TIPOBECTH OPTaHU3AIMOHHO-PEXKUMHBIE U TEXHUYECKHEe MEpONpHITHA IO
obecrieyenuio 6ezonacHoctu [1/{n B UCIL/IH;

obecneynTh HeoOXOAUMBIN YpOBEeHb 0€3011acHOCTH O0BEKTOB 3aLUTEL,
pa3paboTaTh METOAMYECKHE AOKYMEHTHI 110 pa3MelleHHIo, 000py10BaHHIO
OXpaHe TMOMEIeHUH, rfie XpaHsATCS TMepCcOHAllbHbIe IaHHbIE, 110 XPaHEHHIO
IEPCOHANBHBIX JAHHBIX HA OYMaKHBIX HOCUTENAX H MOPSAKY paboThl
UCITOJTHUTENIE C NEepCOHAJbHBIMU JAaHHBIMH Ha OyMaXXHBIX HOCHTEIAX
uHbopMaLyu.

OcyuiecTBIeHHE ITHX MEPOTIPUATHI 0OeCleuUT CO3JaHte eINHOM,

LEIOCTHOM U CKOOPIAMHHUPOBAHHOW CHCTEMBbl WH(GOPMALIMOHHON O€30MacHOCTH H

co34acT YCIOBHA 4TS €€ JJIbHEUIIErO COBCPIICHCTBOBAHHA.
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16 Cnucox HCnoJib30BaHHBIX HCTOYHHKOB

OcHOBHBIMH HOPMAaTHBHO-NPAaBOBbIMHU H MeTOXHYECKHMH
AOKYMEHTaMH, HA KOTOPLIX 0azupyercs HacTosimee Ilonoxkenune sBIsIIOTCA:

Oenepanbupiit 3akon or 27.07.2006 r. Ne 152-®@3 «O nepcoHalbHBIX
naHHeIX» (manee — O3 «O mnepcoHaNbHBIX MaHHBIX»), YCTaHABIWBAIOLIMM
OCHOBHBIE MPUHUUIBEI M ycioBuss obOpabotku [1IH, mpaBa, 00S3aHHOCTH U
OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIEHUIA, CBA3aHHBIX ¢ 00paboTkoi [1/1H.

«TpeboBaHus K 3amMTe IEPCOHANBHBIX AaHHBIX IPU HX 00paboTke B
MHQOPMAllMOHHBIX  CHCTEMaX  IE€PCOHAJNBHBIX  OAHHBIX»,  YTBEPXKIECHBI
ITocranornenuem Ilpasurenscrsa P® ot 01.11.2012 r. Ne 1119.

«[lonoxenne 00 ocoOGeHHOCTAX 00pabOTKM MEPCOHANBHBIX JAaHHBIX,
OCYIIeCTBIsIEMON 0€3 UCMONIB30BaHUs CPEICTB ABTOMATH3ALMN», YTBEP)KACHHOE
ITocranosnenuem IIpasutensctBa P® ot 15.09.2008 r. Ne 687.

IMocranosnenue [lpasurenscTa No 211 or 21 mapra 2012 roma «O6
YTBEPIKACHHAH IlepeYHsl Mep, HaIpaBlIeHHBIX Ha oOecleueHWe BBIIONHEHHS
obs3anHocTei, mpenycMoTpeHHbIX D3 «O nepcoHanbHBIX JaHHBIX» W IPHHIATEIMH
B COOTBETCTBUH ¢ HHM HODMATHBHBIMHM IpPaBOBBIMH aKTaMH, OIEPATOPaMH,
SBJIAIOIIMMUCS TOCYAaPCTBEHHBIMU WIIA MYHULUNIAJILHBIMU OpraHaMu».

«TpeGoBaHust K  MaTepUalIbHBIM  HOCHTENAM  OHOMETPHUYECKHUX
MEPCOHANBHBIX JAHHBIX W TEXHOJOTMsSM XDaHEHMs TaKWX JaHHBIX BHE
UHQOPMAIMOHHEIX ~ CHCTEM  TEPCOHAIBHBIX  JaHHBIX»,  YTBEPXKICHHbBIE
[Tocranosnenuem [IpasutensctBa PO ot 06.07.2008 r. Ne 512,

HopmaTuBHO-MeTOquUecKue JOKyMeHTEl ®DezepaibHoM  ciayxOsl 10
TeXHHYECKOMY M SKCIEpTHOMY KoHTpomo Poccumiickoit Pemepauuu (zamee -
®OCTOK Poccun) no obecneuenuro GezomacHoct [1/IH mpum ux obpabotke B

HUCI1dn:
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baszoBas mozens yrpo3 6e30MacHOCTH MEPCOHANBHBIX JAaHHBIX NPU HX
00paboTke B HMHMOPMALMOHHBIX CHCTEMAaX MEPCOHANBHBIX NAHHBIX, YTB. 3aM.

mupektopa ®CTOK Poccun 15.02.08 1.

Metonuka OLEHKH yrpo3 0€30macHOCTH WH(OPMAIMH, YTBEPXICHHAA
OCTOK Poccuu 5 dpespans 2021 roaa.

Ilpukaz ®CTIK Poccuu Ne 21 ot 18 deBpans 2013 rona «O6 yTBepKaeHUH
CocraBa ¥ cofepxaHusl OpraHU3aLMOHHBIX U TEXHHYECKUX MEP 10 00€CIeYEHHIO
©e30MacHOCTH MEPCOHANBHBIX JaHHBIX NPU X 00paboTke B MH(POPMAIMOHHBIX
CUCTEMaX TIEPCOHANBHBIX JAHHBIX.

IIpuxas ®enepansHoii cnyx0b1 O6e3onacHocTr Poccuiickoii Penepaunu ot
10 wmroma 2014 r. N 378 «O6 yrBepxkmenunm CocTaBa W COAepKaHHS
OpPraHU3allMOHHBIX M TEXHUYECKMX Mep Ino obecrneueHuo Oe3011acHOCTH
IIEpCOHANBHBIX JAaHHBIX NpU HX 00paboTke B HMHGMOPMAIMOHHBIX CHCTEMaXx
NEPCOHANBHBIX JaHHBIX C MCIIOJIE30BAHUEM CPEJICTB KPHIITOTPaHIeCcKOi 3alUThl
HHbOpMaIMY, HEOOXOUMBIX I BBITIOJIHEHUSA YCTaHOBJIEHHBIX [IpaBUTENBCTBOM
Poccutickoit ®enepauuu TpebGoBaHMH K 3allUTe IEPCOHAIBHBIX AAHHBIX IS

Kaxaoro U3 ypOBHeﬁ 3AIMUITECHHOCTHY.

WHucrniekTop oTaena KaapoB
B.B. Xanmunosa
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