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OITPEJAEJIEHUS

B HacTosdeM [QOKYMEHTE HCHOJB3YIOTCA CIEAYIOIIHE TEPMHHBI H HX
onpeneneHusl.

ABTOMATH3HPOBAaHHAA CHCTEMA — CHCTEMa, COCTOSILAs H3 IEpPCOHANIa H
KOMILIEKCA CPEJICTB ABTOMATH3ALMH €ro NeSTeNIEHOCTH, peansyolnas HHbopMa-
LIMOHHYIO TEXHOJIOTHIO BEITIOJTHEHUS YCTAHOBIEHHBIX (yHKIHHA.

AyTtenTudukanus oTnpaBUTeNsl JAHHBIX — IIOATBEPXKICHHE TOTO, YTO OT-
IPaBHTENb MOYYeHHBIX JAHHBIX COOTBETCTBYET 3adBIIEHHOMY.

be3onacHOCTh NMEpPCOHAJIBLHBIX [JAaHHBIX — COCTOSHHE 3alHIIEHHOCTH
NEPCOHATBHBIX  JIAHHBIX, XapaKTepuzyemMoe CIIOCOOHOCTBIO  IIOJIb30BATEINEH,
TEXHUYECKHUX CPEACTB M  HHOOPMAIIMOHHBIX  TeXHOJOTMH  0oOecreduTsh
KOHGHAEHIUATBHOCTD, IEMTOCTHOCTh U JOCTYIHOCTh NMEPCOHANBHBIX NAHHBIX TMPU
ux 00paboTke B HH(POPMALIMOHHBIX CUCTEMAX MEPCOHANBHEIX JaHHbBIX.

buomerpnueckne mepcoHaNbHbIe [aHHbIE — CBEIEHHS, KOTOPBIC
XapaKTepPU3YIOT (GU3NOIOrHiecKue OCOOEHHOCTH 4Y€/I0BEKa U Ha OCHOBE KOTOPBIX
MOKHO YCTAHOBHTH €ro JIMYHOCTh, BKIouasd (ororpaduy, oTNEYaTKH NalbLEB,
00pa3 ceTyaTkd rya3a, OCOOEHHOCTH CTPOCHHS Tela M JPYIyI0 I0J00HYIO
nHpopMaLHIo.

BioknpoBaHHe NEpPCOHANBLHBIX JAHHBIX — BpPEMEHHOE TNpeKpalleHHe
06paboTKi NepcoHANbHBIX AAHHBIX (33 HCKIIOYEHHEM CIydaeB, eciu obpaboTka
HeoOX0auMa I YTOYHEHHS IEPCOHANBHBIX JaHHBIX ).

Bupyec (komMnb0TepHbII, MPOrpaMMHbIii) — HCIIONHSAEMBIN POrpaMMHBIH
KOJ WM WHTepIpeTHpyeMblli Habop MHCTPYKUMH, 00najarolnii CBOXCTBaMH He-
CaHKI[MOHUPOBAHHOIO pPaclpocTpaHeHus: U camoBocnpousseneHus. CosJaHHbIE
MyOnMKaThl KOMITBIOTEPHOTO BUpPYCa He BCErAa COBITAIAIOT C OPUTHHAJIOM, HO CO-
XPaHSIOT CIOCOOHOCTh K JaJIbHEHIIIEMY PAclpoCTPaHEHHIO U CaMOBOCIIPOM3BE/IE-
HUIO.

BpeaoHocHasi mporpaMma — porpamma, npejHasHayeHHas Uit OCYIIECTB-
JIeHVs HECAHKLMOHUPOBAHHOIO IOCTYyNa U (MJIM) BO3ACHCTBUA HA NEPCOHAIBHBIC

NaHHbIE WK PECYPChl HHGOPMAIIMOHHON CHCTEMEI IIEPCOHANBHEBIX JaHHBIX.



BenomorarenbHble TeXHHYECKHE CPeICTBA M CHCTEMbl — TeXHUYECKUe
CpelCTBa U CUCTEMEI, He NpejHa3HAYEeHHbIe JJIS nepenayu, o0paboTKU U XpaHEeHUs
NepCOHaNbHBIX AAaHHBIX, YCTaHABIMBaeMble COBMECTHO C TEXHHYECKHMH CpejcT-
BaMH U CHCTEMaMH, MpeJHa3Ha4YEeHHBIMU U 00pabOTKM NMEPCOHAJIBHBIX AAaHHBIX
WIM B MOMEIIEHUSX, B KOTOPHIX YCTaHOBJIEHBl MH(OpPMAIMOHHBIE CHCTEMBI IEpCO-
HaJBHBIX JaHHBIX.

JdocTyn B ONEpallHOHHYIO cpely KoMIbloTepa (HMH(poOpMaUHOHHOM
CHCTEMBbl NEPCOHAJBHBIX JAaHHbIX) — IIONY4eHHE BO3MOXHOCTH 3allycka Ha
BBIIONHEHHE INTaTHBIX KOMaHA, (YHKLWH, TPOLEAYp ONEpAIMOHHOM CUCTEMBI
(YHHYTOXKEHHS, KOIMPOBAHWS, NEpPEeMEeIleHUs U T.L.), MHCIONHAEMBIX (haiioB
MPUKIAJHBIX [POrPAMM.

JMoctyn k uH$popManuu — BO3MOXHOCTb IOTYYeHUS MHQOPMALMK U €€ MC-
I0JB30BaHHUS.

3akJ1a0UHOe YCTPOHCTBO — DIIEMEHT CPE/ICTBA CheMa UH(GOPMALIH, CKPEITHO
BHENPSIEMBI  (3aK/1a/bIBacMblii  1WIM BHOCHMBI) B MeCTa BO3MOXHOIO CheMma
uHpopMALKHK (B TOM YHCIIE B OTPaXKIEHUE, KOHCTPYKIMIO, 000pyI0BaHHUE, IIPEIMETEI
HHTepbepa, TPAHCIIOPTHRIE CPEACTBA, a TAKKE B TEXHUYECKUE CPENCTBA M CHCTEMEI
06paboTku HHGOPMaLIUHU).

Bamumaemas HHGopManus — MHGOPMAUWS, SBIAIOMIAACS TIPEAMETOM CO0-
CTBEHHOCTU Y MOJIEXaIlas 3allMTe B COOTBETCTBHU C TpeOOBAHMSAMM MPABOBBIX
JIOKYMEHTOB WM TpeOOBAHIAMH, YCTAHABIMBAGMbIMHA COOCTBEHHUKOM HH(OpMaLHH,

HpenTuduikauus — MPUCBOeHHWe CyObeKTaM M OOBEKTaM JIOCTYNa HIEHTH-
(ukaTopa W (W) CpaBHEHWE TPEIbSBIAEMOTO WICHTHQUKATOpa ¢ MEPEeYHEM
IIPUCBOEHHBIX UISHTU(DUKATOPOB.

NudopMaTHBHBINA CHrHAJ — SNIEKTPUYECKHE CUTHAITBI, aKyCTUIECKHE, 3JICK-
TPOMATHUTHBIE U Apyrde (QU3MYECKHe NOJsl, MO I[apaMeTpaM KOTOPhIX MOXET ObITh
pacKpeITa KOHGUAEHIMABHas HHGOpMAIHA (epcOHANBHEIE laHHbIe) 0OpabarsBacMast

B MH(OPMALIMOHHON CHCTEME NEPCOHATBHBIX JaHHBIX.



HWndopmannoHnbie TEXHOJOIHH — IPOLIECCHI, METOEI TIOMCKa, cOopa, xpa-
HEHMsl, 00pabOTKH, MNpEeNOCTARICHUs, pachpocTpaHeHus HHGOPMAIMM U CIOCOOERI
OCYILECTBJIEHHS TAKUX MPOLECCOB U METO/OB.

Hudopmannonnas cucremMa mnepcoHaabHbIX AaHHbIX (MCIIAH) —
COBOKYITHOCTb COJEp)Kaluxcs B 0a3ax NaHHBIX [EPCOHANBHBIX JaHHBIX H
obecneunBaromux ux 00pabOTKy MH()OPMALMOHHBIX TEXHOJIOTHH W TEXHUYECKHX
CpPesCTB.

Hcnosib30oBaHHE MNEPCOHANBLHBIX AaHHBIX — [EUCTBUA (Omepauuu) ¢
ﬁepCOHaﬂLHLIMH JaHHBIMH, COBEpIIaeMbIe ONEPaTOpOM B IENAX IIPUHATHA
pelleHnil WNHd COBEpLICHUS MHBIX [AeHCTBUH, NOPOXKAAOUMX IOPUIUYECKHE
IIOCTIE/ICTBUSL B OTHOLICHUU CYOBEKTa MEpPCOHATbHBIX JAHHBIX WM APYTUX JIHIL
mubo WHBIM 00pa3oM 3aTparuBarolUUX MpaBa U cBOOOAB! CyOBeKTa MEPCOHANBHBIX
OAHHBIX WK APYrUX JULL.

HcTouHHuK yrpo3nl 0e3onacHOCTH HHpOpMaNHKU — CyOBEKT JOCTYTIA, MaTe-
pUATBHBI OOBEKT WK (HU3MUeCKOe SBIICHNE, SBISIOIMECS NMPUYMHON BO3HUKHOBEHUS
yIpo3bl 0€3011aCHOCTH HH(OPMALINH.

KonTpoanpyemasi 30Ha — NPOCTPAHCTBO (TEPPUTOPHSL, 3/1aHNE, YacThb 3/IaHHS,
NIOMEILICHHE), B KOTOPOM HCKJIFOUEHO HEKOHTPOIHpyeMoe MpeObIBaHWE MTOCTOPOHHUX
JIWLL, & TAKKE TPAHCIIOPTHBIX, TEXHHYECKUX U HHBIX MaTepHAIBHBIX CPEJICTB.

KondnaeHIHAaNLHOCTh NEPCOHANILHBIX /[JAHHBIX — 00s3aTeNbHOE VI
COOITIONIEHNsl OIIEPATOPOM WM MHBIM TMONTYYMBILAM JOCTYII K IIEPCOHANBHBIM JaHHBIM
JUIIOM TpeOOBaHWe He JOIYCKaTh MX pachpocTpaHeHHe Oe3 cormacus cyObekTa
MEPCOHAIBHBIX TAHHBIX HIIA HAJTMYHS HHOTO 3aKOHHOIO OCHOBAHUS.

MesxceTeBOM 3KpaH — JIOKAIEHOE (OTHOKOMITOHEHTHOE) WIH (yHKIHOHATEHO-
pachpeielieHHOe TpOorpaMMHOe  (IPOTpaMMHO-ANNApaTHOE) CPEsICTBO  (KOMIUIEKC),
pea3yIOLIEe KOHTPOIb 38 MH(pOPMALHeH, MocTynaroieil B UHGOPMALOHHYIO CHCTEMY
IIepCOHABHBIX IAHHBIX 1 (VM) BBIXOALIEH U3 HH(OPMALIMOHHOM CHCTEMBI.

HapymuTe/ b 0€30NacHOCTH MEePCOHAIBHBIX JAHHBIX — (DU3HYECKOE JINLIO,

CITy4altHO MU [IpeAHaAMEPEHHO COBEPILANILEE ISHCTBHSA, CIEACTBHEM KOTOPBIX SBIACTCS



HapyllleHHe 0e30MacHOCTH IEPCOHABHBIX AaHHBIX IIPH MX 00paboTKe TEXHUUYECKUMM
CpeACTBaMH B HHOPMALIMOHHBIX CHCTEMAaX IePCOHATBHBIX TAHHBIX.

HeaBromaTnsnpoBanHass o0pa0oTka mNepcOHANbHBIX [JaHHBIX —
00paboTKa MepCOHANBHBIX JNAHHBIX, CONEPXKAIIUXCS B UHPOPMAIMOHHON CUCTEME
NEPCOHANBHBIX JaHHBIX JMOO W3BIEYEHHBIX M3 TAKOH CHCTEMBl, CYHMTaeTCs
OCYILECTBIEHHOH be3 UCIIONIb30BaAHUS CPEJCTB aBTOMAaTH3alHH
(HeaBTOMATU3UPOBAHHOM), €CIIM TAKUE JEHCTBUA C EPCOHAIBHBIMU JAHHBIMHU, KaK
UCIOJIL30BaHUE, YTOYHEHHE, PaclpOCTPaHEHHe, YHHUYTOXKEHHWE IIePCOHAIBHEIX
NaHHBIX B OTHOWIEHHHM KaXZOTO W3 CyOBEKTOB TNEepCOHANBHBIX JaHHBIX,
OCYILECTBISIOTCSA NPY HETOCPEICTBEHHOM YYaCTHH YeJIOBeKa.

HegeknapupoBaHHble BO3MOMKHOCTH — (YHKIMOHAIBHBIC BO3MOXHOCTU
CPEICTB BBIMUCIUTENBHON TEXHUKW, HE OIMCAHHBIE WIM HE COOTBETCTBYIOLIME
OIMMCAaHHBIM B JOKYMEHTALMH, TIPY MCIIONB30BAHUM KOTOPBIX BO3MOXKHO HapyllIEHHE
KOH(DM/IEHIMANBEHOCTH, JIOCTYIIHOCTM WM  LEJOCTHOCTH 00pabaThlBacMON  HH-
(hopMauuu.

HecaHKIHOHHPOBaHHBIN J0CTYN (HeCAHKIHOHHPOBAHHbIE JeHCTBHSA) —
moctyn K wH(OpMAMM WM JSHCTBHS ¢ HH(OpMaLyel, HapylIaolHe MMpaBuiia pas-
TpaHWYeHHs JOCTYyIla € WCHOJNB30BaHMEM ILUTATHBIX CPEACTB, ITPEAOCTaBIsIEMBIX
MH()OPMALIMOHHBIMU CUCTEMAMH NIEPCOHAIBHBIX JAHHBIX.

Hocureas nagopmannu — QusUIecKoe JINIO WIH MaTepHaibHbIi OOBEKT, B
TOM YHCIe (HH3HIECKOE TI0Ne, B KOTOPOM MH(OPMALIHA HAXOAUT CBOE OTPaXEHHE B BUIE
CHMBOJIOB, 00pa30B, CUTHAIOB, TEXHUYECKMX PEIICHUN U IPOLIECCOB, KOJMIECTBEHHEIX
XapaKTEepPUCTHK (PU3AYECKUX BEIUYHUH.

OGe3nnuuBaHHe NepPCOHANBHBIX AAHHBIX — JEHCTBHS, B pe3yibTaTe
KOTOPBIX CTAHOBHUTCSA HEBO3MOXHBIM 0€3 HCIOIb30BaHHUs AOIOJHUTETEHON
HH()OPMAIIHK ONPEAETUTD MPUHAAIEKHOCTD IEPCOHATBHBIX JaHHBIX KOHKPETHOMY
cyOBEKTY NEPCOHANBHBIX JAHHBIX.

O6paboTka mepcoHaJLHBIX AaHHBIX — moboe AelicTBHe (omepalus) Wi
COBOKYITHOCTH JIE€HCTBHH (omepalii), COBEPIIAEMbIX C HCIIOJIE30BAHHEM CPEICTB

aBTOMAaTH3alHH HIIH 0e3 HCIOJB30BaHUS TaKUX CpeacTs ¢ MNEPCOHAIIBHBIMH



JNaHHBIMH, BKmo4as cOop, 3amuch, CHCTEMaTH3alluio, HaKOIJIeHWe, XpaHeHHE,
yTouHeHne (OOHOBJIEHWe, M3MEHEHHE), U3BJIeYeHHe, HCIOJb30BaHUE, Iepenady
(pacmpocTpaHeHue, NpeNoCTaBIeHUE, AOCTYI), obe3nuuyuBaHue, ONOKUpOBaHHE,
yJaJICHHE, YHUYTOXXEHHUE MMEPCOHAIBHBIX TaHHBIX.

OO0menocTynHeie NepcoHANbHbIE [JaHHbIE — IEPCOHAILHLIE JAaHHBIE,
NOCTYIl HEOrpPaHMYEHHOrOo Kpyra JHI K KOTOPBIM IIPefOCTaBlIeH C corjacus
cy0beKTa TEpCOHANBHBIX [AHHBIX HWJIM HA KOTOpPBIE B COOTBETCTBHH C
(enepalbHBIMM  3aKOHaMU He pacnpocTpaHseTcs TpeOoBaHHe COOMOACHUA
KOH(bUACHIHATEHOCTH.

Onepatop (mepcoHaJbLHBLIX [JaHHBIX) — TOCYJapCTBEHHBIH OpraH,
MYHHIMITAIBGHBIN OpraH, IOpHANYECKOe WM (U3MYECcKoe JIUI0, CaMOCTOSATE/IbHO
UM COBMECTHO C JPYTHMH JIHLUAMH OPTaHH3yIOIKE U (MJIH) OCYILECTBIIAIOIINE
00paloTKy NEPCOHATBHBIX JAHHBIX, & TAKXKe OMpeneNsiomne ienn obpaboTku
[IEPCOHANBbHBIX JaHHBIX, COCTAB MEePCOHANBHBIX JaHHBIX, MOIeKauX 06paboTKe,
neicTBus (omepalin), CoBepiaeMsle ¢ NepCOHaIbLHEIMU JaHHBIMH.

Texnuveckue cpeacrsa HH(MPOPMALHOHHOH CHCTEMBI NEPCOHATBHBIX
HAHHBIX — CPEJICTBA BBIUMCIUTENBHON TEXHUKH, HH()OPMALUOHHO-BEIYHCITHTEBHBIC
KOMILITEKCEI ¥ CETH, CPECTBA M CHCTEMBI Nepeatn, puema u obpabotku I1/{u (cpezncraa
U CHCTEMBI 3BYKO3AINCH, 3BYKOYCHUJICHUs, 3BYKOBOCIIDOM3BEICHHUS, IEPETOBOPHBIE H
TeJIEBM3HOHHEBIE YCTPOMCTBA, CPEJICTBA M3rOTOBNIEHHUS, THPAKHPOBaHUs JAOKYMEHTOB M
JpYTHe TeXHUYECKHE CPe/ICTBa 00pabOTKH pedeBol, rpahHueckol, BUAEO- U OyKBEHHO-
1MbpoBOi MHGOPMALIHH), TIPOTPaMMHBIE CPeICTBA (ONEpalOHHBIE CHCTEMBI, CHCTEMBI
yIpasieHns 6a3aMi JaHHBIX U T.IL), CPEACTBA 3aLlUTEl HH(pOpMAaLKK, PUMEHSICMbIC B
HWH(POPMALMOHHbBIX CUCTEMAX.

Ilepexsar (uHOpPMALHHA) — HETPaBOMEpPHOE INONyYeHHEe MH(OPMAIMH ©
MCIIONB30BAHMEM TEXHHUYECKOrO CpPEICTBA, OCYLIECTBISIOMETr0 OOHapyXKeHHUE,
npreM ¥ 06paboTKy UH(POPMATUBHEIX CUI'HAJIOB.

IlepconanbHble JaHHbIe — N00ad WHOOpMALKA, OTHOCAIIAACS K IIPIMO
MM KOCBEHHO OMNpeNeSieHHOMY WM OMNpeAenseMoMy (QH3HUEeCKOMY JIHIY

(cyOBEKTY nepCOHANBHBIX JAHHBIX);



IoGo4Hble  JJIEKTPOMArHHTHbLIE  H3JYyYeHHSs H  HAaBOAKH  —
3JIEKTPOMATHUTHBIE M3IYUYeHUS TEXHUYECKHX CpelCTB 0O0paboTKHM 3aliuiiaeMoin
uHQoOpMalK, BO3HHMKAIOIIME Kak 100o4YHOe sBI€HHE W  BBI3BAHHEBIC
3NMEKTPUYECKIMH CHTHAJAMH, NEeHCTBYIOMIMMH B UX 3JEKTPUYECKHX U MarHUTHBIX
LENsX, & TAKKE IMeKTPOMArHUTHEIE HABOAKH 3THX CHUTHAIIOB HA TOKONPOBOISIINE
JIMHWH, KOHCTPYKLIUH W LIETTH TIUTaHUA.

IMoauTHKA  «YHCTOTO  CTOJNA» —  KOMIUIEKC  OpraHW3allMOHHBIX
MEpONPUATH, KOHTPONHPYIOIIMX OTCYTCTBHE 3allMCBIBaHMA Ha OyMaXKHbIE
HOCHTENH KiIoded u arpubyToB jaoctyna (maponeif) M XpaHeHUs HX BOIH3M
00BEKTOB JOCTYyIIA.

IToab3oBaTess HHGPOPMANHOHHON CHCTEMbl MEPCOHAJBLHBIX AAHHBIX —
JMI0, Yy4YacTBymollee B (YHKIMOHHPOBAaHWM HHPOPMALMOHHON  CHCTEMBI
NepCOHAIBHBIX JaHHBIX HIIM UCTIONB3YIOIIee Pe3yNbTaThl ¢ (PyHKIIHOHHPOBAHHUA.

IIpaBr/ia pa3rpaHuueHHs 0CTYNa — COBOKYIHOCTh IIPaBHII, PETIAMEHTH-
PYIOLHX MpaBa JJOCTyNna CyObeKTOB JOCTyNa K 00BEKTaM JOCTYIIA.

IIporpaMMHasi 3aKJIaJKa — KOJ| [IPOrpaMMBl, IPeHaAMEPEHHO BHECEHHBIN B
IPOTPaMMy C LENBI0 OCYLIECTBUTh YTEUKY, U3MEHUTH, OJIOKMPOBATh, YHHUTOXHUTE
MHPOPMALIHIO MIIM YHUYTOXKUTE U MOAH(HIIMPOBATH MPOrpaMMHOE 0OecreyeHHe
MH()OPMALMOHHON CHCTEMBI NEPCOHATBHBIX JaHHBIX M (WIK) OJOKMpOBAThH amma-
paTHEIE CpeJICTBA.

Ilporpammuoe  (mporpaMMHO-MaTeMaTHYeCKOe)  BoO3AeicTBHE  —
HECaHKIMOHWPOBAHHOE  BO3JEWCTBHME Ha  PECypchl  aBTOMATH3MPOBAaHHON
HHGOPMAIMOHHONW CHCTEMBI, OCYIIECTBIAEMOE C HCIOJb30BaHUCM BPEIOHOCHBIX
IIPOrpaMM.

PackpbiTHe NEPCOHANLHBIX JaHHBIX — YMBIILICHHOE WM ClydalHoe
HapyleHne KOHQUASHINATBHOCTH [IEPCOHANIBHBIX TaHHBIX.

PacnpocTpaHeHHe MepCOHANBHBIX JAHHbIX — JEHCTBHS, HAllpaBICHHbBIC

Ha paCKpPHITHE [IEPCOHATBHEIX JAHHBIX HEOIIPEAEIEHHOMY KpPYTY JIUIL.



Pecypc undopmManmonHoii cucTeMbl — AIMEHOBAHHBIH 3JIEMEHT CHCTEMHOIO,
MPUKIAZHOTO WM annapaTHoro obecrieueHust (QYHKIIMOHUPOBAHUS
MH(QOPMALIOHHOH CHCTEMBL.

CnenuanbHble KATErOPHH MEPCOHAJBHBIX MAHHBIX — IEPCOHAIbLHBIE
IOaHHBIE, Kacalollecs PacoBOM, HAIIMOHATBHON NMPUHAMICKHOCTH, TOMUTHIECKUX
B3[JISIOB, PETMTHO3HBIX HIH (QUIOCO(CKHUX yOeXkIeHHH, COCTOSHUA 3A0POBbI H
HHTHMHOM XH3HU CYOBEKTa ePCOHANBHBIX JAHHBIX.

CpeacTBa BRIYHC/IHTEIbHOH TEXHUKH — COBOKYITHOCTB IIPOTPAMMHBIX U TEX-
HHAYECKMX DJJIEMEHTOB CHCTEM OOpabOTKH MaHHBIX, CIOCOOHBIX (YHKIMOHWPOBATH
CaMOCTOSATENBHO HIIH B COCTABE JIPYTHX CUCTEM.

Cy6bexT gocryna (cy0beKT) — JMIO WIHM IIpoliecc, JEHCTBIA KOTOPOro per-
JTAaMEHTHUPYIOTCS NPaBHJIaMH pa3rpaHuyeHus JOCTyIa.

TexHuueckHii KaHAJ yTe4KH HH(pOPMALHH — COBOKYITHOCTE HOCHTENS WH-
dopmaim (cpenctsa 00paGoTku), (U3MYECKOM Cpeibl pacIpOCTpaHeHHs HHOp-
MATHBHOI'O CHIHAJIA U CPEICTB, KOTOPBIMHU J00BIBAETCS 3alMLIaeMas HHGOPMaLHA.

TpancrpannyHasi mnepeiada INeEpPCOHAJbLHBIX JaHHBIX — Iepenada
IIEPCOHANBHEIX JIaHHBIX OmepatopoM d4epe3 [ocylapcTBEHHYHO TpaHULy
Poccuiickoii  @emepanuu  opraHy BIacTH HMHOCTPAaHHOIO  TOCYyJAapCTBa,
bU3HYECKOMY WM IOPUAMYIECKOMY JIMLY HHOCTPaHHOI'O I'OCYy 1apCTBa.

Yrpo3sl 6€30NaCHOCTH MEePCOHATBHBIX AAHHBIX — COBOKYIIHOCTE YCIIOBUN U
(haKTopOB, CO3MAOLIMX OMACHOCTh HECAHKLOHUPOBAHHOIO, B TOM YHCIIE CTy4alHOTO,
JIOCTYTIA K TIEPCOHANBHEIM JAHHBIM, Pe3y/IFTATOM KOTOPOTO MOXET CTaTh YHHUYTOKEHHUE,
3MeHeHne, OIOKMpOBaHUE, KOMIMPOBAaHUE, PaclIPOCTPAaHEHHE IEPCOHAIBHEIX JaHHbIX, &
TAKOKE MHBIX HECAHKIMOHMPOBAHHBIX JeHCTBHIA IpH MX 00paboTKe B MH(POPMAaIHOHHOM
CHCTEME TIEPCOHAIBHBIX JaHHBIX.

YHuuTOKEHHEe NePCOHANLHBIX AAaHHBIX — JEHCTBHA, B pesyibraTe
KOTODPBIX CTAHOBHUTCS HEBO3MOXKHBIM BOCCTaHOBHTH COJEPIKAHHE MEPCOHATbHBIX
JaHHBIX B WHQOPMALMOHHOW CHCTEMe IePCOHANbHBIX NaHHBIX U (WIH) B
pe3yJbTaTe KOTOPBIX YHHUTOXKAIOTCS MATEpUANbHBIE HOCUTENH IEPCOHAIBHBIX

JaHHBIX.



10

YTeuka (3ammnmaemoii) MHA(OPMAaNUMH N0 TEXHHYECKHM KaHaJaM —
HEKOHTPOJIMPYEMOe pacrpocTpaHeHre HHHOPMALK OT HOCHTeNIs 3allyilaemMoii HHpop-
Malyd uepe3 (M3MYEecKyIo Cpefy IO TEXHHYECKOTO CpEJCTBa, OCYLIECTRILIOLIErO
nepexsaT HHGOpMaLHH.

Ya3BUMOCTB — ¢1a0OCTh B CpeICTBAX 3allMThI, KOTOPYIO MOXKHO UCIIONB30BATh
15 HapyILIEHMs CUCTEMBI WM COAepiKallielics B Hell nH(popMaLHy.

IlenocTHOCTE HHGOPMAIHHU — CIIOCOOHOCTH CPECTBA BEIYMCIUTEBHOMN TeX-
HUKH WIH aBTOMaTH3HPOBAHHON CHCTEMBI 00€CTIEYNBaTh HEM3MEHHOCTE MHGOPMALIH B

YCJIOBUSX CITYYAHOTO WK MpeAHAMEPEHHOTO HCKaXKeHH s (pa3pyIeHus ).
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OBO3HAYEHUA U COKPAIIEHUS

ABC — aHTUBUpYCHEIE CpelCTBa

APM — aBTOMaTH3UPOBaHHOE pabouee MeCTo

BTCC — BcrioMorartenbHble TEXHUYECKUE CPEICTBA U CUCTEMBI
WCT1/In — uHpOopMaMOHHAS CHCTeMa NEPCOHATBHBIX JaHHbIX
K3 — xouTponupyemas 30Ha

JIBC — nokanbHas BEIMUCITUTENBHAS CETh

MD — mexceTeBoil 3kpaH

HC]] — HecaHKIIMOHUPOBAHHBIN JOCTYII

OC — onepallMoHHas cHCTEMA

[1/18 — mepcoHaIbHbIE JaHHBIE

[IMB — mporpaMMHO-MaTEMaTHYECKOE BO3IECTBHE

I1O — nporpammHoe obecriedeHue

TTOMHH — nio6ouHbIe 3/1eKTPOMarHUTHBIE H3Ty4eHNs! M HABOJKU
CA3 — cucrtema aHanu3a 3alUIIeHHOCTH

C3U — cpencTra 3amuTsl HHGOPMALIUH

C3I1/Iu — cucTema (rmoAcucTeEMa) 3aIlUThL IEPCOHANBHBIX JaHHBIX
COB - cucreMa o6Hapy>XeH!S BTOPKEHUM

TKY U — TexHuvecKre KaHaTbI YTeUKH HH(QOPMALH

YBI1/Is — yrpo3sl 6€30I1aCHOCTH EPCOHAIBHBIX JAHHBIX
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BBEJIEHHUE

Hacrosmas [lonmutnka wHQOpManvoHHOW Oe3omacHOCTH (Janee —
ITonutnka) B obmecTtBe ¢ orpaHuueHHOW oTBeTcTBeHHOCTEIO «MHI'EHUYM»
(manee mno Texkcry — OO0 «HMHI'EHUYM»), sBasercs o¢HIUANBEHBIM
JOKYMEHTOM.

Ilonutvka paspaboraHa B COOTBETCTBHMM C LEISAMH, 3aa4aMH U
NpUHIUIIAMA ofecrieueHus 6€30TaCHOCTU MEPCOHANBHBIX JAHHBIX, U3JI0KEHHBIX B
ITonoxenun napopmaunonnoi 6ezonacaoctu UCI1In OO0 «MHI'EHUYM».

[Tonutuka pazpaboTaHa B COOTBETCTBUU C TpeOoBaHWAMU DenepanbHOTO
3akoHa ot 27 wmroma 2006 r. Ne 152-03 «O mnepcoHaNbHBIX [aHHBIX», Ha
OCHOBaHUHU:

— TpeOoBanuii K 3amuTe MNEPCOHANBHBIX NAaHHBIX NP UX 00paboTke B

UH(QOPMAIIMOHHBIX CHCTEMax MEepCOHAIBHBIX JaHHBIX, YTBEPXKIECHHEBIX

[TocranoBnenuem IlpaButenscta PO ot 01.11.2012 1. Ne 1119;

—  Ilpuxaza ®CTOK Poccun ot 18 despans 2013 roga Ne 21 «O6 yTBepxkaeHUU
CoctaBa H coJep)KaHHWS OpPraHW3aLWOHHBIX M TEXHHYECKHMX MeEp TII0
obecrieyennio 0e30aCHOCTH IIEPCOHANBHBIX JAHHBIX NMpH KUX 00paboTke B

MH(OPMAITHOHHBIX CHCTEMaX NEePCOHANBHBIX JaHHBIX);

—  TunoBsix TpeGoBaHHll MO OpraHU3alUK U obecneYeHHI0 (PYHKIIMOHUPOBAHNA
mrpoBaibHbX (KpUNTOrpaduyuecKux) CpeacTB, NPEeIHA3HAUEHHBIX JUIA
3amuTel  MHGQOpPMAalWU, He colepXkalled CBEISHHH, COCTaBIAIOLINX
rocyJapCcTBEHHYIO TaHy B Ciiyuae W3 HCIONB30BAHMS s obecreueHus
0€30IacHOCTH  MEPCOHANBHBIX  JaHHBIX Hpd WX  obpabotke B
WHOOPMAI[MOHHEIX CHCTEMax [EePCOHANBHBIX JaHHEIX, YTBEPXKIEHHBIX

pyxoBozuctBoM 8 Lientpa @CB Poccuu 21.02.2008 1. No 149/6/6-662.
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B Ilonutuke onpepenenel TpeboBanusi k nepconany WCII/IH, creneHs
OTBETCTBEHHOCTH  IIEpCOHANa, CTIPYKTypa U HEOOXOAWMBI  YpOBEHb
3AIIMIIEHHOCTH, CTAaTyC W JOJ/DKHOCTHBIE  OOS3aHHOCTH  COTPYAHHUKOB,
OTBETCTBEHHBIX 3a obecneueHue 6€30I1aCHOCTH ITepcOHANBHBIX AaHHbIX B UCTI/IH

000 «MHI'EH1Y M.
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1.00mue noJ10KeHus

Ilensto Hacrosimed Ilomutuku sBusercs ofecnedeHne O€30MaCHOCTH
o0bexToB 3amuTel OO0 «MHI'EHMYM)» oT Bcex BHAOB YIrpo3, BHEIIHUX H
BHYTPEHHUX, YMBIIUIEHHBIX M HeTpeIHaMepeHHBIX, MUHHMH3AIHNS yiiepba oT
BO3MOXHOH peanuzauun yrpo3 6esomnacHoctu [T/ (YBIT/IH).

be3onacHOCTh MEePCOHANBHBIX JAHHBIX JIOCTHTAETCS IYyTEM HCKIOUYSHUS
HECAHKIMOHHPOBAHHOIO, B TOM YHCJE CIy4alHOIo, AOCTyNa K IepCOHAIbHBIM
NaHHBIM, pe3yJIbTaTOM KOTOPOrO MOXET CTaTh YHUUTOXEHHE, W3MEHEHUE,
O1oKupoBaHue, KOMMPOBaHHE, PaclipOCTpaHEHUE TIEPCOHANIbHBIX JAHHBIX, a TaKKe
WHBIX HECAHKI{MOHUPOBAHHBIX JECHCTBUH.

Wudopmanyst u cBsI3aHHBIE ¢ Hell pecypchl AOJDKHBI OBITH JOCTYIHBI IS
AaBTOPU30BAaHHBIX TOJb30BaTeNed. J[OMDKHO OCYILIECTBIATECS CBOEBPEMEHHOE
oOHapyxeHHe U pearupoBanue Ha Y BI1/IH.

JIOIDKHO ~ OCYILECTBNATBCA — TpENOTBpAlleHHe TpeJHAMEPEeHHBIX MM
Clly4alHbIX, YaCTHYHBIX MM MOJHBIX HECAHKUUOHUPOBAHHBIX MOAMGUKALNNA WIN
YHHUYTOXEHUS JTaHHBIX.

CocTtaB 00BEeKTOB 3amuThl npeactaBineH B «llepedne nepcoHanbHBIX
JaHHBIX, TTOAJIEKAIUX 3aIUTe».

CocraB UCTT/Ix noiexauux 3amure, npeacrapieH B «[lepeane UCIn».
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2.00aacTh AecTBHA

TpeGoBanus Hacrosimed [lonWTHKM — pacmpoCTpaHsSIOTCS Ha  BCeX
corpynankos OO0 «MHI'EHUYM» (1ITaTHBIX, BPEMEHHBIX, paboTaAKOIMX IO

KOHTPAKTY H T.IL.), & TAKKE BCEX MPOUUX JIHL] (MOAPSTYNKH, Ay AUTOPBI U T.IL).
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3.CucremMa 3alIUThHI EPCOHATBHBIX JAHHbIX

Cucrema 3amuThl mnepcoHanbHBIX naHHBIX (C3[1[H), cTpouTcs Ha

OCHOBAHUHU:

—  Hrorosoro ordeta 06 obcnenoBannu UCITH;

—  OrtueTta 0 pe3ynsTaTax NMPOBEJCHUS] BHYTPeHHEH npoBepku 3amuThl [1/ln Ha
OYMa)KHBIX HOCUTEIISX.

—  Tlepe4ns nepcoHaNBHBIX JaHHBIX, IOJIEKALINX 3ALIUTE;

—  Axra xnaccudpuxaiud MHGOPMAIMOHHON CHCTEMBI IIEPCOHAIBHBIX JaHHBIX;

—  Mojenu yrpo3 6e30MacHOCTH EPCOHAIBHBIX JAaHHBIX;

— Marpuusl JocTyna ToNb30BaTeNeld K 3allMIlaeMbIM HH()OPMALHOHHBEIM
pecypcam UCI1/H;

—  PyxoBogsmux noxymenroB @®CTIK Poccun u @Cb Poccun.

Ha ocHOBaHUHM 3THX JIOKYMEHTOB OIpeleNseTcs HeOOXOAUMBIA YPOBEHb
samuiennoctd [1{a kaxmgo MCITJn OO0 «MHI'EHHUYM». Ha ocHoBanmmn
aHajM3a aKTyalnbHEIX yrpo3 OeszomacHoctd [I/IH onwmcanHoro B Mozmenu yrpos,
Ae1aeTes 3aKIIOUYeHe 0 HeOOXOOHMOCTH UCIIONb30BaHUs TEXHUYECKUX CPEICTB U
OpraHM3alMOHHEIX Meporpuatuit ana  obecnedenus OGesomacHoctd IIH.
BriGpanHbie HEOOXOIMMBIE MEPOITPUSTUS OTpaxkaroTcs B ITnane Meponpusituii 1o
obecneveHuo 3ammTe! [1/]H.

Jlna VCTT/IH normkeH OBITH COCTaBJIEH CIIMCOK UCIMONB3YEMBIX TEXHHYECKHX
cpeacTB 3awmThl (ganee - CHHCOK), a TaK )K€ NPOrPAMMHOrO 0OecreHeHus
yuacTtsyolero B oopadorke I1/IH, Ha Bcex anemenTax MCII/Tx:

—  APM nonp3oBarenei;

—  CepBepa NpUIOKECHUM;

- CVYB/;

—  I'panuua JIBC;

—  KananoB mepefaum B c€TH OOIIEro MOJNB30BAHMA M (HMIJIM) MEXAYHAPOJHOIO

oOMeHa, ecyH Mo HuM nepenarores [1H.
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B 3aBucuMoctu ot ypoBHs 3ammineHHoctd VICII/IH v akTyallbHBIX YIpos,
C3I1/1a MoXeT BKIIOUYATh CASAYIOLUIHE TEXHUYECKHEe CPe/ICTRA:

—  aHTHBHpYCHBIE CpE/ICTBa JJIs pabounx CTaHLU [10JIb30BATENEH U CEPBEPOB;

—  CpencTBa MEXCeTeBOr0 SKpaHUPOBAHUS;

— cpexcTBa KpuNTorpaduueckod 3allMThl HHQOpMAalLMH, TIpH Iepejaye
3anMniaeMoi HHGOPMaLUH 10 KaHAJIaM CBSI3H.

Takke B COHCOK JOMKHBI OBITH BKIIOYEHB (YHKLIMM  3aLUTEI,
o0ecrieunBaeMEBle INTAaTHEIMH cpeiactBaMH o0pabotku IIJ[H onepauoHHBIMU
cucremamu (OC), mnpuxnagaeiM [IO u  cneumanbHeIMH — KOMIUIEKCAMH,
peaTU3yIOIUME CpeacTBa 3auThl. CIIMCOK (YHKIUH 3allMThl MOXKET BKIKOYaTh:
—  yhpaBJIeHHE U pa3rpaHUdCHUE JOCTYIIA MOJIb30BATENCH;

—  PETUCTpalMIO U YYeT AeHcTBUH ¢ nHpopMaluell;
—  ofecrneunBarh LEJIOCTHOCTh NaHHBIX;
—  MPOH3BOAWUTH OOHAPYKEHHUI BTOPKEHHH.

CIMCOK HCITONB3YEMBIX TEXHUUECKHX CpelcTB oTpaxaerca B «lliane
MEpONpUATUH 1Mo 00ecreyeHnio 3allUThl TIePCOHANBHBIX AaHHBIX». CIIHMCOK
HCTIONB3YEMBIX CPEACTB HOJDKEH HOAACPKUBATECS B aKTyaabHOM cocTosHuu. Ilpu
U3MEHEHHH COCTaBa TEXHMYECKMX cpeacTB 3amutel umu sneMeHtos MCIIIH,
COOTBETCTBYIOLIHE H3MEHEHHUs JODKHBI OBITh BHeceHbl B CIMCOK M yTBEPXKICHBI
pykoBogutenem OO0 «MHI'EHUYM» wund JHIOM, OTBETCTBEHHBIM 34

obecneyeHue 3auTel [1/1H.
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4. TpeboBauus k noacucremam C3I1/1n

C3I1IH BKTrOYaET B ce0s CleayIOIMe MOACUCTEMBI:
—  ynpaBleHUs AOCTYIOM, PETUCTPALUU U y4eTa;
—  ofecriedyeHus LEIOCTHOCTH U JOCTYITHOCTH;

—  aHTUBHUPYCHOH 3alLUTHI;

—  MEXKCEeTeBOr0 3KpaHUPOBAHUS;

—  aHaju3a 3allUIIeHHOCTH;

—  oOHapyXeHUS BTOPKECHUH;

—  Kpunrorpauyeckou 3aIlinTHL.

TMoncuctemsr C3[1/IH uMerOT pa3iuYHBIN QYHKIHMOHAT B 3aBUCHMOCTH OT
kimacca MCII/IH, ompeneneHHOr0 B «AKTe KIacCH(pUKALMH HHPOPMALHOHHOM
CHCTEMBI TIEPCOHANBHBIX JNaHHbIX». CIHCOK COOTBETCTBUS (PYHKLUH IIOICHCTEM
C3I1[In Kinaccy 3alUIIEHHOCTUH IPEeACTaBIeH B TEXHUYECKOM 3aJaHHH 110
CO3JaHMIO CHMCTEMBl 3allUTEl HHOOpPMAUUM HUHGOPMALMOHHONA  CUCTEMBI
NIEPCOHAILHBIX JaHHBIX.

[loacucTeMsbl YIIPABICHHS TOCTYIIOM, PECHCTPAllMH U YUYeTa
IIOﬂCHCTGMa,YHpaBHEHHH JOCTYIIOM, PECrHCTPallMd U yUeTa IpeJHasHa4cHa

TS peanu3aliy CleyOINX QyHKIMM:

—  UIeHTH(HKAIMH ¥ MPOBEPKU MOIMHHOCTH CyOBEKTOB NOCTyIA NPHU BXOJE B
NCT1H;

—  HIeHTHOWKANUKd TEePMHHANOB, Y3JI0B CETH, KAHAJIOB CBA3H, BHEIIHUX
YCTPOWCTB MO JIOTHHECKUM UMEHAM,;

—  UAeHTH(HKAUMH IPOrpaMM, TOMOB, KaTanoros, (aioB, 3amuced, monen
3aImceli 1o UMeHawm;

—  perucTpauyy BXoja (BBIXOIA) CYOBEKTOB JOCTYMa B CHCTEMY (W3 CHCTEMBI),
b0 perveTpanus 3arpy3ki W MHAHAIU3AHA ONlepalldiOHHON CHCTEMBI H €€

OCTaHoBa.
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—  perucTpalMd [MOIBITOK JOCTyla TMNPOrpaMMHBIX CpPeACTB (Tporpamm,
POLIECCOB, 33714, 3aJJaHui) K 3aluiiaeMbiM daitnam;

—  PperMcTpalliy IIOMBITOK AOCTyIa NPOTPaMMHBIX CPEACTB K TEpPMUHAIIaM,
KaHallaM CBS3M, IIporpaMMaM, ToMaM, Karanoram, ¢dainam, 3amnucsamM, oM
3aITUCeH.

[Tomcucrema ympaBieHus JOCTYNIOM MOXeT ObITh pealn30BaHa ¢ MOMOILBIO
ITaTHEIX cpenacTB obpaborku [IJH (omepauMOHHBIX CUCTEM, MPUIOKEHHUH H
CYB]I). Tak xe mMoxeT ObITh BHEAPEHO CIENNATBHOE TEXHUYECKOE CPEACTBO MIIH
MX KOMILJIEKC OCYIIECTBISIFOIIKME JOMOTHUTENbHBIE MEpPBl N0 ayTeHTU(HUKALHUA U
KOHTpoo. Hampumep, NpUMeHEHHME €OUHBIX XPaHWIML YYETHBIX 3aruceid
II0/1B30BAaTeNeH u perUCTpallHOHHOM HHDOpMaLIVH, UCTIONIb30BaHNE
OMOMETPUYECKAX M TEXHUUYECKUX (C MOMOILUBI0 3JIEKTPOHHBIX IPOIYCKOB) MEp

ayTeHTU(UKALIUY U JIPYTHX.

[Tojcuctema obecreyeHns €JIOCTHOCTH U JIOCTYITHOCTH

[Toncucrema obecrieueHUs LETOCTHOCTH M AOCTYIHOCTH ITpelHa3HaYeHa
nia  obecriedyeHWsT IIETOCTHOCTH U JOCTYITHOCTH HI[H OpPOrpaMMHBEIX U
anmapatasix cpeacts UCITIr OO0 «MHI'EHMYM», a Tak e CpeAcTB 3allMThl,
IpH CIIy4aiHON WIIM HaMepeHHOH MOIH(HUKALIKH,

IMomcucremMa peanusyercs ¢ IIOMOLIBIO OPraHHU3alliM  PE3EPBHOIO
KOTMpoBaHus oOpadaTbIBaeMbIX JAHHBIX, & TaK e PE3epPBHPOBAHHEM KITIOYEBBIX
anemenToB UCIT/H.

[loacucTeMa aHTUBUPYCHOM 3aLIUTEI
[ogcucTeMa AHTHBHPYCHOM 3alllUThl IpeJHa3HaueHa I oOecreyeHHs

AHTHBUpPYCHOH 3ammTel cepBepoB u APM monssosateneit MCII[la OO0
«MHI'EHUYM».

CpejcrBa  aHTHBUPYCHOH 3alUTHl INIPEAHA3HAYEHB MU peanu3aliy
CIIeOYIOMUX QyHKIHH:
—  pe3uJeHTHEBIH aHTUBHPYCHBIM MOHUTOPHHT,

—  aHTHBHPYCHOE CKAHMPOBAHME;
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—  CKpHIT-O0JIOKUPOBaHHE;

—  IeHTPaIU30BAHHYIO/yJAJICHHYIO YCTaHOBKY/IEUHCTAIUIALUIO AHTUBUPYCHOTO
IPOAYKTa, HACTPOHKy, aIMHHHUCTPHPOBAaHME, MPOCMOTP OTYETOB H
cTaTHCTHUECKOW UHbOpMalUU 110 paboTe MPOLYKTa;

—  aBTOMAaTU3WpPOBaHHOE OOHOBIIEHNE AHTUBUPYCHBIX 0a3;

—  OrpaHWYeHHE TMpaB MOJK30BATEMSI HA OCTAHOBKY MCIONHSIEMBIX 3aa4 H
W3MEHEHUS HACTPOEK aHTHBUPYCHOI'O [IPOrPaMMHOT0 00eCTIeYeHu s,

—  aBTOMATHYECKHH 3aIycK cpa3y Mocie 3arpy3Ku ornepalioHHON CHCTEMEI.

[ToxcucTeMa peanusyercs MyTEM BHEAPEHHUS CIELUAIbHOTO aHTHBUPYCHOTO

nporpaMmHoro obecriedenus Ha Bee aneMeHTs UCTIIn.

[ToacrcTeMa MEXKCETEBOIO IKPAHUPOBAHUS

[ToxcucTemMa MeXceTeBOro SKpaHHPOBAHUSA TIpeHA3HAaYeHa IS pealn3alliu

CIIEAYIOIINX (DYHKIMA:

—  uIBTpalLMK OTKPHITOTO M 3ammndpoBanHoro (3akperroro) IP-tpaduxa,;

—  ¢HKcalmuH BO BHYTPEHHHX OKypHalaX HHQOpMAaUKK O [POXOJAIeM
OTKPBITOM U 3aKpeiToM [P-Tpaduxe;

—  WIEHTUQUKALUMA U ayTeHTHQUKALHIO aJMUHUCTPATOPa MEXCETEBOTO 3KpaHa
TIPH €ro JIOKaJIbHBIX 3aIIpocax Ha JOCTYII,

—  peructpauud Bxoja (BbIXOJA) aIMMHMCTDATOPa MEXCETEBOIO JKpaHa B
cucTeMy (M3 cHCTeMbI) JIMOO 3arpy3KM U HMHMIMAIN3AlUM CHCTeMBl U ee
MPOrpaMMHOIr0 OCTaHOBA,

—  KOHTpOJIS LIEJIOCTHOCTU CBOEH IMPOrpaMMHOM U HH(OPMAIIMOHHOM JacTH;

—  dunbTpaluy NaKkeToB Ciy)XeGHBIX MPOTOKOJIOB, CILyKAIIUX IS JHATHOCTHKH
¥ ynpasieHus paboToi ceTeBbIX YCTPOMUCTB,

—  WIBTPALMK C YYETOM BXOZHOIO M BBIXOJHOTO CETEBOro MHTepdeiica Kak
CPENCTBO [TPOBEPKH MOATMHHOCTH CETEBEIX aJIpecoB;

—  pEerucTpaluy U yueTa 3alpallliBaeMbIX CEPBUCOB IPHKIATHOIO YPOBHS,
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—  GIOKHPOBAHWA AOCTyNa He MACHTH()ULHMPOBAHHOrO 00bEKTa WM CyOBEKTa,
TIOMTHHHOCTE KOTOPOTI'o MPH ayTeHTU(UKAIUY He NOATBEpANIach, METOaMH,
YCTOMYMBBIMH K IIEPEXBATY;

—  KOHTPOJIS 38 CEeTeBOH aKTHBHOCTBIO MPUIIONKEHUH U OOHApyKEHUS CETEBHIX
aTax.

[TomcwcremMa — peanusyeTcss  BHEAPEHMEM  IIPOrPaMMHO-AIIITapaTHBIX

KOMIIJIEKCOB MEKCECTCBOI'O SKpaHHPOBAaHUA Ha I'PAHULIS HBC, KJIACCOM HE HIDKE 4.,

IloacucTeMa aHaIX34a 3aAlUIIEHHOCTH

TMoacucTeMa aHaiM3a 3aIMUIIEHHOCTH, NOJDKHA 00ECHeYrBaTh BBISBIEHIS
YS3BUMOCTEMN, CBS3aHHBEIX ¢ oumbkamu B KoHGurypauuu 110 MCITTH, koTopbie
MOTYT GBITh MCIIOIB30BaHbBI HAPYIIUTENeM IJIS pean3alliy aTaky Ha CUCTEMY.

DYHKIMOHAN TOJCUCTEMBI MOXET OBITh pEaln30BaH I[POrPaMMHBIMU U

NporpaMMHO-anmapaTHbIMy CpeACTBaMH.

[ToacucreMa 0OHApYIKEHUS BTODYKEHUM

[Toacucrema oOHapyeHHsI BTOPXKEHUH, NOJDKHA 00eCIIeYuBaTh BBIABICHHE
cereBpix arak Ha onmemeHtsl VICIT/IH mnoakmodeHHBIE K CeTsM  obliero
TIONIB30BaHKA ¥ (WIH) MEXIyHApOAHOIo 0OMeHa.

OyHKUMOHAN TIOACUCTEMBI MOXET OBITH pealv30BaH MPOrPaMMHBIMH H

[IPOrpaMMHO-aNIapaTHBIMHA CPEACTBAMHU.

IToncucreMa KpUOTOrpadHuuecKoy 3aluThl

[Topcucrema kpunrorpahpudecKoi 3alUThI TpeIHa3HAYEHA AJIs UCKITIOUEHHS
HCJ k zammmaemoit unpopmauun 8 UCITIa OO0 «MHI'EHUYM», nipu ee
mepefauM MO  KAHATAM CBA3M ceTell oOmiero monmb3oBaHMd W (MiH)
MeXKayHapoaHoro ooMeHa.

[logcucreMa peannsyercss BHENPEHMS KPHITOrpadMuecKHX MpOrpamMMHO-

armaparHbiX KOMITJIEKCOB.
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5.0Toan3oBarean UCI/An

B Tlonoxenun uHPOpMALMOHHON 0€30I1aCHOCTH OINpEJENIeHbl OCHOBHBIE
KaTeropuu nons3oBareneit. Ha OCHOBaHMHM OSTHX KaTeropuu JNOIDKHA OBITH
npousBejeHa Tunuzanus nosns3oBatenci WCII/IH, ompenemeH uX ypoBeHb
JOCTYTa U BO3MOYKHOCTH.

B UCITn OO0 «MHI'EHMYM» MOXHO BBIAENUTE CHEAYIOLIME TPYIIITHI
NoJB30BaTENIeH, y4acTBYIOIINX B 00paborke u xpanenuu [1/{H:

—  Apvunucrparopa UCTIIH;
—  AnMuHucTpaTopa 6e30MacHOCTH;

—  Oneparopa APM,;

JlanHple © rpymnmax TONb30BaTelNfAX, YPOBHE HX  JOCTyna H
MH()OPMHUPOBAHHOCTH AOKEH OBITH OTpakeH B MaTpHIile NOCTyTa Mojb30BaTeNeH

K 3aIAIIaeMbIM HHQOPMAaLIMOHHBIM PECYPCaM.

Anmunuctparop UCTT/x
Anmunuctpatop  UCIIHH, corpymamk OO0  «MHI'EHMYMy,

OTBETCTBEHHBIH 3a HacTpoiiKy, BHeapeHue U compoBoxaenne HCILIH.
OGecneunBaeT QYHKIMOHUPOBAaHKE MOACUCTeMB! yripaBieHus gocTynom UCITIH
M YIIONHOMOHYEH OCYIIECTBISITh IMpPENOCTaBIEHUe: M pasTpaHUuYCHHe ROCTyNa
KoHeyHoro none3oBarenss (Omepatopa APM) x 31eMeHTaM, XpaHAIMIUM
IIepCOHaIbHBIE NAaHHBIE.

Anmunuctparop WCIIJIH obnajgaer cledylolUM YPOBHEM [JOCTyNa H
3HAHUH:
—  obnamaeT MoyHoi uHMOpMalueil 0 CUCTEMHOM U IIPUKJIaHOM ITPOTPaMMHOM

obecneuennu UCII/1#;

—  obnanaeT MONHOM MH(pOpPMALKEN 0 TEXHHYECKHUX CPEACTBAX U KOH(HUIypaLHK

HUCI1/H;
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—  HMEeeT JOCTYIN KO BCEM TEXHUYECKHM CpeAcTBaM 00paboTku WHGOpMAIHU U
nauusiM UCTTH;
—  obnagaer mpaBaMH KOH(GUTYPHPOBAHMS U aIMUHHUCTPATUBHON HacTPOHKH

texandeckux cpeacts UCILIH.

AIMHUHUCTpATOp 0e301acHOCTH

AnMuHHCcTpaTOp 0€30macHOCTH, COTPYIHHUK 000 «HI'EHUYM»,
OTBETCTBEHHEIM 3a (yHKuMoHupoBanwe C3I1/[H, Bxmouas oOCTyXHUBaHUE U
HACTPOHKY aqMHUHHCTPATHBHON, CEPBEPHON U KIIMEHTCKON KOMITOHEHT.

AnMHUHUCTpaTOp 6e3omacHocTH 0byafgaer cledyouM YPOBHEM JOCTYMa H
3HAHWH:

—  obnagaet npaBamu Agmunuctparopa UCITIn;

—  obnanaet nonHo# unpopmanuei 06 MUCIIIH;

—  MMeEET JOCTYN K CpeJCTBaM 3alUThl MHPOPMAUKH U [IPOTOKOIMPOBAHUA H K
gacTH Ko4eBbiX 3jieMeHToB MCTT/IH;

AaMmuaHCTpaTOp 6€30MacHOCTH YIIOJIHOMOYEH:

—  pealM30BLIBATH MONUTHKH Oe3zomacHoctH B dactu Hactpoiiku CK3H,
MEKCETEBBIX JKPAHOB M CHCTEM OOHapy»XeHHWs arak, B COOTBETCTBUH C
KOTOpeIMM  TIONB30Batess (Omeparop APM) rmosnydaeT BO3MOXHOCTB
padorats ¢ anementamu UCI1/1n;

= OCYLICCTBIIATh ayAUT CPEACTB 3alHThI,

Onepatop APM

Onepatop APM, corpyauuk OO0 «MHI'EHMYM», ocylIecTBIsSIOIHN
obpabotky I1/ln. O6paborka I1JIH BriIOHaeT: BO3MOXHOCTH mpocmotpa I1/IH,
pyunoii Beox [11In B cucremy MCII/lH, dopMmupoBanue cnpaBOK M OTYETOB IO
vHbopmanuu, monydensHod uz HCIIJ. OnepaTop He HMeEET TOJHOMOYHA ULl
yrpasiienus nojacucteMamu obpaborkn nanaeix 1 C3I1/1H.

Oneparop UCIT/IH obnanaer ciiefyoliM YPOBHEM JOCTYIIA U 3HAHHH!
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obnagaeT BceMH HEOOXOOWMBIMH arpubyTamd (Hampumep, Mapoyiem),
0becTIeYHBAFOIIUMHE JOCTYI K HEKOTOpOMY noaMHOxecTBY 1]1H;

pacronxaracT KOHqJHI[eHHHaJTBHbIMH HJaHHBIMH, K KOTOPbBIM HMEET NOCTYII.



6.TpeboBanus k nepconay no obecnevennio 3amutel I1/In

Bee cortpynuukn OO0 «MHI'EHUYM», sBindromuecs MHOJIB30BATENAMU
NCII/IH, 1omKHBI 9€TKO 3HATh M CTPOTO BBINOJHATH YCTAHOBIICHHBIE IPaBHIIa U
0043aHHOCTH TI0 JIOCTYITy K 3alMIIaeMbIM O0BEKTaM U COOMIOAEHUIO NPHUHATOIO
pexkuma 6ezonacHoctu [11H.

[Tpu BCTyMICHHH B JOJDKHOCTH HOBOTO COTPYJHHMKA HENOCPEACTBEHHBIN
HaYaJIbHUK IOApa3/eieHus, B KOTOpOe OH IMOCTYNAeT, 00sd3aH OpraHM30BaTh €ro
03HAKOMJIEHHE C JOJDKHOCTHOM HHCTPYKLMEH M HeoOXOOUMBIMH IJOKYMEHTaMH,
pernaMeHTUpYIOIUMHU TpeGoBanus o 3amute I1/IH, a Takke oOydyeHHe HaBBIKAM
BBINOJIHEHHUS TIPOLEYP, HEOOXOAMMBIX /U1l CAHKLIMOHUPOBAHHOTO HCIIONB30BaHUA
UCITI/IH.

CoTpynHuK JdOKEeH OBITh O3HAKOMIIEH CO CBEAEHMAMH HacTosAlIeH
ITonutuky, NpUHATHIX Tpouexyp padotsl ¢ anementamu UCIT{x u C3I1/IH.

Corpymauxku OO0 «MHI'EHMYM», HCHONB3YIOIIHE TEXHUYECKHE
cpencTaa ayTeHTUA(DUKALUH, JIOJKHBI obecreunBaTh COXPaHHOCTh
UIeHTH(DUKATOPOR (INEKTPOHHBIX Kirouel) u He gomyckate HCJI k HuM, a Tak xe
BO3MOKHOCTh MX YTEPH WM KCIOJb30BAHMUS TPEThUMHU JHLAaMHU. Ilonme3oBatenu
HECYT [IEPCOHANTBHYIO OTBETCTBEHHOCTh 38 COXPAHHOCTD UEHTH(PHKATOPOB.

Corpyanuku OO0 «MHI'EHHUYM» HOKHEI CHEN0BaTh yCTaHOBICHHBIM
npoLegypaM ToAjaepxaHus pexuma OesonmacHoctu [I[[H npu  BeiOope
WCTONB30BAHUN Mapoyed (ecad He UCHONB3YIOTCA TEXHHYECKHE CPEICTBA
ayTeHTH(UKALUH).

Cotpyaaukn OO0 «MHI'EHUYM» nomxHbl obecrednBars HamIeKallyro
3aIUTy 060pyAOBaHKs, OCTAaBIAEMOro 6e3 MpUCMOTpa, OCOGEHHO B TeX CiydasX,
KOrga B TIOMELIEHHME HMEIOT JOCTYN IIOCTOpOHHUE JHua. Bce moip3oBatenn
JOIKHBI 3HATh TpebGoBaHus no OeszonacHocTH IIJIH W mnpomemypsl 3allKTEI
060pyI0BaHHS, OCTABJICHHOTO 0e3 NPUCMOTpPA, a TaKKe CBOM OO’3aHHOCTH MO

o0ecIeueHUI0 TaKOH 3alUTHI.
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CoTpyZHMKaM 3alpelaeTcss yCTaHaBIMBAaThb ITOCTOPOHHEE MPOrpaMMHOE
ofecredueHre, MNOAKIOYATh JIMYHBbIE MOOWJIBHBIE YCTPOHCTBA W HOCHTENH
uH(DOpMAaIMHY, a TAK XKe 3aMHCHIBATh HA HUX 3alIHIIAeMYI0 HH(POPMAIIHIO.

CoTpyaHukaM 3anperiaeTcs pasrjialiarth 3alldllaeMyr HHGOpMaIHIo,
KOTOpas cTajla UM M3BeCTHA IIpu padote ¢ uHPpopMaunoHHEIME cuctemamu OO0
«MHI'EHUYM», TpeTbuM mULaM.

[Tpu pabote ¢ [1/Ia B UCIT[IH corpynruku OO0 «MHT'EHUYM)» o6s13aHsb1
obecnieynTs OTCYTCTBHE BO3MOXHOCTH mpocMoTrpa IIJIH TpeThUMH JHIAMH C
MOHHTOPOB APM unu TepMUHANOB.

IIpu 3aBepmenun paborsl ¢ UCII[IH coTpynHuku o0s3ansb! 3ammTute APM
WJIM TEPMUHAJIBI ¢ TOMOIIBK GIIOKUPOBKU KJIFOUOM MJIH 3KBHBAJIEHTHOI'O CPECTBA
KOHTpPOJIS, HaIpUMep, AOCTYIIOM MO Tapojiio, €ciM He HCIOJIB3YyITcs Oolnee
CUNBHBIE CPEJICTBA 3AIIUTHL.

Cotpyauuxku OO0 «MHI'EHUYM>» mOMKHEI GBITE TPOUHGOPMUPOBAHEL 00
yrpo3ax HapyllueHus pexuma OezomacHocTd IIJ[H W OTBETCTBEHHOCTH 34 €ro
HapymeHnne. OHH IOJDKHBI OBITH O3HAKOMJIEHBI C YTBEP)KICHHOW (hopMaabHON
NpoLeLypOl HAIOXKEHUS AUCUMIUIMHAPHBIX B3bICKaHUH HA COTPYIHUKOB, KOTOPHIE
HapYLIAIH TIPUHATEIE TOJIUTHKY U Ipoueayps! 6e3omacHocTu [1/IH.

CoTpynHuKH 0053aHEI 0€3 MpoMeIeHHs coo0ImaTek 000 Bcex HabMIoAaeMbIX
UM [OJ03pUTENbHBIX cinydasx pabotsr MCIT/{H, Morymmx moBieds 3a coboit
yrpo3sl  OeszomacHoctd [IJIH, a Takke O BBISBIEHHBIX MMM COOBITHAX,
3aTtparuBaromux Oe3omacHocTs [I/[H, pykoBoAcTBY moApa3leNeHds M JHILY,

OTBeHalolIeMy 3a HeMe/JJIEHHOE pearipoBanne Ha yrpossl besonacuocTy T1/H.

JoJukHOCTHBIE 00s13aHHOCTH noab3oBateneid HCITAn
JlomkHocTHRIE o0si3aHHocTH  monb3oBaTeneil MCII[AH onucadel B

CIIEIYIOIUX JIOKYMEHTaX:
—  Hucrpykuusa agpMunuctparopa UCI1/1H;
—  HWucrpykums anmunuctparopa 6esonacHoctu MCI1/IH;

—  Wncrpyxums nons3osarens UCTTx;
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- HHCTp}fKI],Hﬂ NOJIB30BaTENIA IIPH BOZHHKHOBCHHK BHCIITATHBIX CHTyaHHﬁ;

OTBEeTCTBEHHOCTHb COTPYAHHKOB
B cootBercTBuH co ctr. 24 ®enepanpHoro 3akoHa Poccuiickoit ®enepauuu

ot 27 urons 2006 r. Ne 152-@3 «O nepcoHalbHBIX AAHHBIX» THlla, BHHOBHBIE B
HapyleHuH TpeGoBanuil JaHHOro MenepalbHOro0 3aKOHa, HECYT IPaXAAHCKYIO,
YTOJIOBHYI0, aMHHUCTPATUBHYIO, AUCLUILIMHAPHYI U HHYIO IIpeTyCMOTPEHHYIO
3aKOHOAaTeNsCTBOM Poccuiickoil Menepaliii OTBETCTBEHHOCTb.

JeticTByromee 3akoHoAaTenscTBO PD mo3BonseT npeabsBiiaTh TpeOOBaHUA
mo oOecrneueHuro Oe3omacHod paboThl C 3alIWINAEMON HWHpopMauued u
TIpeyCMaTpUBaeT OTBETCTBEHHOCTh 33 HapylUEHHE YCTAHOBIIEHHBIX [IPaBHII
skcrutyatanuu 3BM u cucteM, HempaBOMEPHBIH TOCTYI K HH(MOPMALUH, €CITH 3TH
NEACTBUS NIPUBENTH K YHHUITOXKEHUIO, OIOKUPOBAHHIO, MOAU(HKALIMH HHPOPMALIHH
WM HapyleHuo padoTel DBM wunu cereit (crarsu 272,273 u 274 YK PO).

Apvunauctparop MCIIJIH u agMHHHCTpaTop 0e30MacHOCTH  HECYT
OTBETCTBEHHOCTD 3a BCE JIEMCTBUS, COBEPIIEHHbBIE OT UMEHH WX YYETHBIX 3alliCel
WIM  CHCTEMHBIX  YYeTHBIX  3almced, ecnd  He  Joka3aH  (akr
HECaHKIIMOHHPOBAHHOIO UCIOIb30BaHUs YUSTHBIX 3alIlCeH.

IMpu Hapymenusx corpyauukamu OO0 «MHITEHUYM» — nons3osarenei
WCI1]Ia npaBui, cBs3aHHBIX ¢ OezomacHocThio IT/1H, OHM HECyT OTBETCTBEHHOCTS,
YCTAHOBJIEHHYIO IEHCTBYIOIIUM 3aKoHOAaTenbeTBOM Poccuiickoit Oenepaniu.

IMpuBeneHHbIe Bbille TpeGOBaHUA HOPMATUBHBIX NOKYMEHTOB MO 3aIlUTE
M OPMALMH JOKHEI OBITh oTpaxeHH B ITomoxeHuax o moapasgeneHusx 000
«MHT'EHUYM», ocymectBnstonmx oopabotky [1/{a B MCIIJIH # 10IKHOCTHBIX
UHCTpYKIMAX cotpyaaukoB OO0 «MHI'EHUYM».

Heo6xomuMo BHectH B llonoxkenns o mogpasgeneHusx 00O
«VHTEHUYM», ocymectsasiomux obpaborky I[1Ja B WCITJIH cBeaenms o0
OTBETCTBEHHOCTH HX pPYKOBOAMUTENEH M COTPYIHUKOB 3a pasIJlalliecHhe H

HeCaHKI[MOHUPOBAHHYIO Moaubukauuio (uckaxenue, Gamscuduxanuio) IH, a
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TaK>Xe 3a HEIIPAaBOMEPHOE BMCLIATE/IbCTBO B IMPOLECCHI HX aBTOMaTH3Hp0BaHHOI71

o0paboTKu.
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7.CiHCOK HCIOJIL30BAHHBIX MCTOYHHKOB

OCHOBHBIMH HOpMaTHBHO-HpﬂBOBblMH H METOAHYCCKHMH
JOKYMEHTAMH, Ha KOTOPBIX 6a3upyerca HacTosmas [loimTHKA, ABIAAIOTCS:
Qenepansubii 3akoH ot 27.07.2006 r. No 152-03 «O mnepcoHanbHBIX
naHHpIX» (nanee — ®3 «O mnepcoHaNbHBIX NaHHBIX»), YCTaHaBIWBAIOIIMI
OCHOBHBIE NpPUHUUNBI ¥ ycnoBus obpaborku [1/IH, mpaBa, oOs3aHHOCTH W

OTBETCTBEHHOCTH YYaCTHUKOB OTHOLIEHUH, CBA3aHHBIX ¢ 00paborkoii [1]1H.

«TpeboBaHus K 3amUTe MEPCOHANBHBIX AaHHBIX NMpH UX 00paboTke B
MHGOPMAlMIOHHBIX ~ CHCTEMax  II€PCOHANBHBIX  JAHHBIX»,  YTBEPKAECHHOE

[Toctanosnenuem IlpaButensctBa PO ot 01.11.2012 1. Ne 1119.

«[Tonoxenue 06 ocobeHHOCTAX 00paboOTKM MNEPCOHANBHBIX JaHHBIX,
OCYILECTBIIsIEMON §€3 MCIONb30BaHUSl CPEICTB aBTOMATH3aLMKU», YTBEPKICHHOE

[TocranoBnenuem IlpasurensctBa PO ot 15.09.2008 r. Ne 687.

«TpeGoBanuss K  MaTepualbHBIM  HOCHTENSIM  OMOMETPUYECKHX
MEPCOHANBHBIX  JaHHBIX M TEXHOJOTHMAM XPaHEHMS TakuxX JaHHBIX BHE
UHGOPMAIIMOHHBIX ~ CHCTEM  IIepCOHANBHBIX  JAHHBIX»,  YTBEPKJEHHBIE

[TocranosnenuneM [IpasurenscTBa P@® ot 06.07.2008 r. Ne 512.

HopMmaTuBHO-MeTOAMYECKHe JOKyMeHTHl DejepainbHoll  COykObl 1O
TEXHHYECKOMY H JKCIIepTHOMY KoHTpomwo Poccuiickoit ®Denepauuu (nanee -
®CTOK Poccun) mo obecreuennto Gezomacnoct [1/IH mpu ux obpaboTke B

NCI1H:

bBazoBas Mozenb yrpo3 0e30macHOCTH MEepPCOHANBHBIX HAHHBIX MpPH KX
00paboTke B MHPOPMALMOHHBIX CHCTEMax I[I€PCOHATBHBIX NAHHBIX, YTB. 3aM.

nupextopa DCTIK Pocenn 15.02.08 .



30

Meroarka OLEHKH yrpo3 Oe3omacHOCTH HHGOpPMalWK, YTBEPXKICHHAs

®CTDIK Poccun 5 despans 2021 roga.

[Tpuxaz ®CTIK Poccun Ne 21 ot 18 despana 2013 roga «O6 yTBepkIeHUH
CocTaBa H COJIEp)KaHuUsl OPraHU3aLHOHHBIX H TEXHHYECKHX Mep 10 00eCIedeHHIO
0e30NacHOCTH MEPCOHANBHBIX AAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX

CHUCTECMAX MICPCOHAIBHBIX JaHHBIX».

[Tpukaz ®enepansHoi ciyx6bl 6e3omacHocTH Poccniickoit @enepanvu oT
10 wona 2014 r. N 378 «006 yreepxaenun CocraBa W COAEpXKaHHA
OpraHM3alMOHHBIX M TEXHHYECKHMX Mep Mo obecneueHnio Oe3011acHOCTH
NEPCOHANBHEIX JAHHBIX TIpH WX 00paboTke B HH(MOPMAUOHHBIX CHCTEMax
MePCOHANBHBIX JAaHHBIX C UCIIOIB30BAaHUEM CPEICTB KPUIITOrPA(PHUIECKOMN 3aIUTHI
MH()OpMaIHH, HeOOXOOMMBIX JIJIsl BBIMONHEHHS YCTAHOBIEHHBIX [IpaBUTENBCTBOM
Poccuiickoit ®enepanvu TpeOOBaHMH K 3allUTe NEPCOHANBHBIX MaHHBIX MJIA

KaXI0ro U3 ypoBHeH 3aIIUIIICHHOCTU.

Wucnexrop otaena kKaApos ' /
B.B. Xanunosa



